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Introduction

In composing The Encyclopedia of Espionage, Intelligence,
and Security (EEIS), our goal was to shape a modern
encyclopedia offering immediate value to our intended
readers by emphasizing matters of espionage, intelligence,
and security most frequently in the news.

Iu

EEIS is not intended as a classical “spy book,” filled
with tales of daring operations. Instead, within a frame-
work of historical overviews, EEIS emphasizes the scien-
tific foundations, applications of technology, and organi-
zational structure of modern espionage, intelligence, and
security. High school and early undergraduate students
can use this book to expand upon their developing aware-
ness of the fundamentals of science, mathematics, and
government as they begin the serious study of contempo-
rary issues.

EEISis also intended to serve more advanced readers
as a valuable quick reference and as a foundation for
advanced study of current events.

EEIS devotes an extensive number of articles to agen-
cies and strategies involved in emerging concepts of home-
land security in the United States. Faced with a daunting
amount of information provided by agencies, organiza-
tions, and institutes seeking to put their best foot forward,
we have attempted to allocate space to the topics compris-
ing EEIS based upon their relevance to some unique facet
of espionage, intelligence, or security—especially with
regard to science and technology issues—as opposed to
awarding space related to power of the agency or availa-
bility of material.

A fundamental understanding of science allows citi-
zens to discern hype and disregard hysteria, especially
with regard to privacy issues. Spy satellites powerful
enough to read the details of license plates do so at peril of
missing events a few steps away. With regard to elec-
tronic intercepts, the capability to identify what to care-
fully examine—often a decision driven by mathematical
analysis—has become as essential as the capacity to gather
the intelligence itself. Somewhere between the scrutiny of

Big Brother and the deliberately blind eye lie the shadows
into which terrorists often slip.

With an emphasis on the realistic possibilities and
limitations of science, we hope that EEISfinds a useful and
unique place on the reference shelf.

It seems inevitable that within the first half of the
twenty-first century, biological weapons may eclipse nu-
clear and chemical weapons in terms of potential threats
to civilization. Because informed and reasoned public
policy debates on issues of biological warfare and
bioterrorism can only take place when there is a funda-
mental understanding of the science underpinning com-
peting arguments, EEIS places special emphasis on the
multifaceted influence and applications of the biological
sciences and emerging biometric technologies. Future
generations of effective intelligence and law enforcement
officers seeking to thwart the threats posed by tyrants,
terrorists, and the technologies of mass destruction might
be required to be as knowledgeable in the terminology of
epidemiology as they are with the tradecraft of espionage.

Knowledge is power. In a time where news can over-
whelm and in fact, too easily mingle with opinion, it is our
hope that EEIS will provide readers with greater insight to
measure vulnerability and risks, and correspondingly, an
increased ability to make informed judgments concerning
the potential benefits and costs of espionage, intelligence,
and security matters.

I K.LEELERNER&BRENDAWILMOTHLERNER,EDITORS
CORNWALL, U.K.
MAY, 2003

How to Use the Book

The Encyclopedia of Espionage, Intelligence, and Secu-
rity was not intended to contain a compendium of weap-
ons systems. Although EEIS carries brief overviews of
specifically selected systems commonly used in modern
intelligence operations, readers interested in detailed in-
formation regarding weapons systems are recommended
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to Jane’s Strategic Weapon Systems, or Jane’s Defense
Equipment Library.

Although EEIS contains overview of significant his-
torical periods and events, for those readers interested in
additional information regarding the history of espionage
operations and biographies of intelligence personnel, the
editors recommend Jeffrey T. Richelson’s A Century of
Spies : Intelligence in the Twentieth Century (Oxford Uni-
versity Press, 1995), Vincent Buranelli and Nan Buranelli’s
Spy/Counterspy: An Encyclopedia of Espionage (New York:
McGraw-Hill, 1982), and Allen Dulles’, The Craft of Intelli-
gence (New York: Harper & Row, 1963).

The articles in EEIS are meant to be understandable
by anyone with a curiosity about topics in espionage,
intelligence, and security matters, and this first edition of
the book has been designed with ready reference in mind:

1 Entries are arranged alphabetically. In an effort to
facilitate easy use of this encyclopedia, and to at-
tempt order in a chaotic universe of names and acro-
nyms the editors have adopted a “common use”
approach. Where an agency, organization, or pro-
gram is known best by its acronym, the entry related
to that organization will be listed by the acronym (e.g.
FEMA is used instead of Federal Emergency Manage-
ment Agency). To facilitate use, the editors have
included a number of “jumps” or cross-referenced
titles that will guide readers to desired entries.

1 To avoid a log jam of terms starting with “Federal”
and “United States,” titles were broken to most accu-
rately reflect the content emphasized or subject of
agency authority.

“See Also” references at the end of entries alert the
readers to related entries not specifically mentioned
in the body of the text that may provide additional or
interesting resource material.

1 An extensive Glossary of terms and acronyms is
included to help the reader navigate the technical
information found in EEIS.

1 The Chronology includes significant events related to
the content of the encyclopedia. Often accompanied
by brief explanations, the most current entries date
represent events that occurred just as EEIS went
to press.

1 A Sources section lists the most worthwhile print
material and web sites we encountered in the compi-
lation of this volume. It is there for the inspired reader
who wants more information on the people and dis-
coveries covered in this volume.

1 A comprehensive general Index guides the reader to
topics and persons mentioned in the book. Bolded
page references refer the reader to the term’s full entry.

1 The editors and authors have attempted to explain
scientific concepts clearly and simply, without sacri-
ficing fundamental accuracy. Accordingly, an ad-
vanced understanding of physics, chemistry, or bio-
chemistry is not assumed or required. Students and
other readers should not, for example, be intimidated
or deterred by the complex names of biochemical

| v |

molecules—where necessary for complete under-
standing, sufficient information regarding scientific
terms is provided.

1 To the greatest extent possible we have attempted to
use Arabic names instead of their Latinized versions.
Where required for clarity we have included Latinized
names in parentheses after the Arabic version. Alas,
we could not retain some diacritical marks (e.g. bars
over vowels, dots under consonants). Because there
is no generally accepted rule or consensus regarding
the format of translated Arabic names, we have
adopted the straightforward, and we hope sensitive,
policy of using names as they are used or cited in
their region of origin.

1 EEIS relies on open source material and no classified
or potentially dangerous information is included. Arti-
cles have been specifically edited to remove potential
“how to” information. All articles have been pre-
pared and reviewed by experts who were tasked with
ensuring accuracy, appropriateness, and accessibil-
ity of language.

1 With regard to entries regarding terrorist organiza-
tions, EEIS faced a serious dilemma. For obvious
reasons, it was difficult to obtain balanced, impartial,
and independently verifiable information regarding
these organizations, nor could EEIS swell to incorpo-
rate lengthy scholarly analysis and counter-analysis
of these organizations without losing focus on sci-
ence and technology issues. As a compromise in-
tended to serve students and readers seeking initial
reference materials related to organizations often in
the news, EEIS incorporates a series of supplemental
articles to convey the information contained in the
U.S. Department of State annual report to Congress
titled, Patterns of Global Terrorism, 2001. These arti-
cles contain the language, assertions of fact, and
views of the U.S. Department of State. Readers are
encouraged to seek additional information from cur-
rent U.S. Department of State resources and inde-
pendent non-governmental scholarly publications that
deal with the myriad of issues surrounding the nature
and activities of alleged terrorist organizations. A
number of governmental and non-governmental publi-
cations that deal with these issues are cited in the
bibliographic sources section located near the index.

Key EEIS articles are signed by their authors. Brief
entries were compiled by experienced researchers and
reviewed by experts. In the spirit of numerous indepen-
dent scientific watchdog groups, during the preparation of
EEIS no contributors held a declared affiliation with any
intelligence or security organization. This editorial policy
not only allowed a positive vetting of contributors, but
also assured an independence of perspective and an em-
phasis on the fundamentals of science as opposed to
unconfirmable “insider” information.

When the only verifiable or attributable source of
information for an entry comes from documents or infor-
mation provided by a governmental organization (e.g., the
U.S. Department of State), the editors endeavored to
carefully note when the language used and perspective
offered was that of the governmental organization.
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Although some research contributors requested ano-
nymity, no pseudonyms are used herein.
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Striking and unusual in appearance, the birdlike F-117A
Nighthawk is the world’s first aircraft designed to make
full use of stealth technology. Conceived and designed
in just 31 months at the Lockheed Advanced Develop-
ment Projects “Skunk Works” in Burbank, California, the
Nighthawk was built for the United States Air Force be-
tween 1982 and 1990. The single-seat, twin-engine F-117
was the only U.S. or coalition aircraft to strike targets in
downtown Baghdad during the Persian Gulf War.

Both the air force and Lockheed are understandably
reticent regarding the specific stealth technologies that
make the Nighthawk virtually invisible to radar. However,
it appears that the plane’s distinctive shape serves to
deflect radar waves, and that the materials used in build-
ing the craft absorb electromagnetic energy.

As befits an extraordinary aircraft, even the story of
its birth is something of a saga: from the initial production
decision in 1978 to the first test flight on June 18, 1981 was
lessthan three years, lightning-quick for an undertaking of
such magnitude. The speed of production has been cred-
ited not only to the engineers at the “Skunk Works,” but
alsotothe managementteam atthe Aeronautical Systems
Center at Wright-Patterson Air Force Base in Ohio.

The F-117A was not an aircraft the United States was
inclined to share, even with allies, and therefore the only
F-117A unit in the world is the 49th Fighter Wing (formerly
the 4450th Tactical Group) at Holloman Air Force Base in
New Mexico. Designed to deliver laser-guided weapons
against critical targets, the F-117A has quadruple redun-
dant fly-by-wire controls, and is equipped with a variety of
sophisticated navigation and attack systems integrated
into its digital avionics suite.

Capable of being refueled in the air, the F-117A flew
18.5 hours nonstop from Holloman to Kuwait during Opera-
tion Desert Storm in 1991, setting a record for single-seat

fighters. The aircraft was also deployed in Operation Allied
Force in 1999, when it led the first North Atlantic Treaty
Organization (NATO) strike against Yugoslavia on March
24. Additionally, the Nighthawk was selected to strike
targets in downtown Baghdad in Operation Iraqi Freedom
in 2003, not only because its invisibility to radar made it
the safest craft to use, but also because its extraordinary
accuracy made it capable of performing its job with mini-
mal harm to innocent bystanders.

BFURTHER RERDING:

BOOKS:

Aronstein, David C., and Albert C. Piccirillo. Have Blue and
the F-117A: Evolution of the “Stealth Fighter”. Reston,
VA: American Institute of Aeronautics and Astronautics,
1997.

Lake, Jon. Jane’s How to Fly and Fight in the F-117A
Stealth Fighter. London: HarperCollins Publishers, 1997.

Macy, Robert, and Melinda Macy. Destination Baghdad:
The Story of the F-117A Stealth Fighter, the Plane Cred-
ited with Ripping out the Eyes and the Heart of the Iraqi
War Machine, as Told by the Pilots who Flew the Most
Dangerous Missions of Operation Desert Storm. Las
Vegas, NV: M&M Graphics, 1991.

ELECTRONIC:

F-117A Nighthawk. United States Air Force. <http://www.
af.mil/news/factsheets/F_117A_Nighthawk.htmI> (March
8, 2003).
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Persian Gulf War
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An F-117A Nighthawk Stealth fighter flies over the New Mexico desert during a training mission. APWIDE WORLD PHOTOS.

FAR (United States Federal
Aviation Administration)

1 STEPHANIE WATSON

The Federal Aviation Administration (FAA) is the govern-
ment agency charged with ensuring the safety of air travel
in America, developing new aviation technologies, and
overseeing air traffic control for both passenger and mili-
tary aircraft.

The FAR takes ﬂith. As air travel began to take off at the
beginning of the 20th century, the government realized
that a special agency was needed to regulate the fledgling
airline industry. In 1926, Congress passed the Air Com-
merce Act, putting the U.S. Department of Commerce in
charge of air travel and commerce. Under its wing emerged
the earliest predecessor of the FAA, called the Aeronautics
Branch. A former lawyer, William P. MacCracken, Jr., was
chosen to head up the new agency. On April 6, 1927,
MacCracken received the very first pilot’s license. Three

months later, the agency issued the first aircraft me-
chanic’s license.

In 1934, the Aeronautics Branch was renamed the
Bureau of Air Commerce. Four years later, the oversight of
civil aviation passed into the hands of an independent
government agency, called the Civil Aeronautics Author-
ity. President Franklin D. Roosevelt eventually split the
authority into two agencies, the Civil Aeronautics Admin-
istration (CAA) and the Civil Aeronautics Board (CAB). The
CAA issued pilot and aircraft certification, enforced safety
regulations, and developed new air routes, while the CAB
enacted safety rules, investigated crashes, and regulated
the economic aspects of the airline industry.

America entered the jet age in the 1950s, with faster,
more powerful airplanes that allowed the public to travel
more easily and affordably. As more Americans took to
the skies, the number of airplane crashes rose, and the
government recognized the need for new aviation security
measures. In 1958, Congress passed the Federal Aviation
Act, creating the Federal Aviation Agency, which took over
safety and air traffic control responsibilities from the CAA
and CAB. When the organization became part of the new
Department of Transportation in 1967, the word agency in
the FAA’s title was changed to administration.
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Very light air traffic is shown at 11:30 a.m. on September 11, 2001, in this Federal Aviation Administration image. U.S. airspace was closed after hijacked airliners

crashed into the World Trade Center towers and the Pentagon. APwIDE WORLD PHOTOS.

As the aviation industry and the world itself changed
in the latter part of the 20th century, the role of the FAA
evolved and expanded. A wave of hijackings in the 1960s
gave a greater urgency to the need for more stringent
passenger security standards. Concerns over the environ-
ment led to aircraft noise standards in 1968. Increasing air
traffic led to the National Airspace System (NAS), a 1982
plan that modernized ground-to-air surveillance and com-
munications systems.

Following the terrorist attacks on September 11, 2001,
the FAA enacted tougher airport security measures, in-
cluding background checks for all airport employees with
access to secure areas, new rules prohibiting passengers
from carrying-on knives and other potential weapons, and
more widespread use of explosive-detection machines for
examining checked baggage. The agency also replaced
privately owned airport security companies with federally
employed screeners.

In April, 2003, the FAA announced that hardened
cockpit doors had been retrofitted in over 10,000 foreign
and domestic aircraft. The new doors are meant to deter

and stop small arms fire or forced entry, and can only be
opened by the pilots from inside the cockpit.

The FAR Tl]ﬂﬂlj. The FAA is headquartered in Washington,
D.C., with nine branches scattered across the country.
Heading the agency is the administrator, who is assisted
by a deputy administrator and six associate administra-
tors. First and foremost, their job is to keep the skies over
America safe. To that end, no aircraft can fly without first
meeting the FAA’s stringent safety standards, and no pilot
can earn his or her wings without first receiving FAA
certification. Mechanics, dispatchers, and flight instruc-
tors must be similarly certified. The agency also researches
and develops new technologies to improve the quality of
airplanes, navigation systems, and air traffic control com-
munications systems and equipment. The FAA oversees a
national network of some 450 airport towers, 21 air traffic
control centers, and 61 flight service stations in the United
States, and maintains close contact with international
aviation agencies to ensure the safety of American pas-
sengers abroad.
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BFURTHER READING:

BOOKS:

Preston, Edmund. FAA Historical Chronology: Civil Avia-
tion and the Federal Government, 1926-1996. Washing-
ton: DOT/FAA, 1998.

Thompson, Scott A. Flight Check! The Story of FAA Flight
Inspection. Washington: DOT/FAA, Office of Aviation
System Standards, 1993.

ELECTRONIC:

Federal Aviation Administration <http://www1.faa.gov/>
(January, 20, 2003).

SEE ALSO

Air Marshals, United States

Airline Security

Aviation Security Screeners, United States

Civil Aviation Security, United States

September 11 Terrorist Attacks on the United States
Transportation Department, United States

Face Recognition Dendor Test (FRUT).

SEE Biometrics.

Facility Securiniw

Facility security is the protection, and the measures taken
toward the protection, of a building or other physical
location. Among the components of facility security are
access control, or the protection against entry by unau-
thorized persons, fire detection and suppression, and emer-
gency-response planning. Facility security planning in-
volves both the use of personnel and technology, but
though both are important, the quality, training, and trust-
worthiness of personnel is of greater significance ulti-
mately than the sophistication of the equipment used to
protect a facility.

Personnel. Facility security is the business both of govern-
ment agencies and of private firms. The skills required for
facility security work in the public and private sectors are
essentially the same, and personnel with experience in
one area are usually able to move easily into the other. Not
all facility security personnel are the same: the more
sensitive the area being guarded, and the more valuable
or potentially dangerous its contents, the greater the skills
required of the individuals who ensure its security.

One of the thorniest issues of personnel policy in
facility security is pay, a factor that involves greater sub-
tlety than initially meets the eye. Although there is not a
direct correspondence or correlation between pay and
honesty, in general. the higher the pay, the greater the
amount of qualifications an employer can demand.

After the September 11, 2001, terrorist attacks, as the
federal government began to reconsider the security screen-
ing process at airports, many observers questioned the
reliability of security personnel.

[]UdliflCdTillﬂS. An effective facility security officer must be
of unquestionable honesty and trustworthiness, such that
no amount of money or other inducements would be a
temptation to betray an employer. The potential officer
should expect to undergo background checks, which would
typically be intensive on a level commensurate with the
sensitivity of the job. These checks may include examina-
tion of the individual’s financial and credit history; family
and domestic history; arrest and police record, as well as
other government records on the individual.

Whereas American citizens have a legal expectation
of privacy, if not a constitutionally specified “right to
privacy,” such is not the case for an individual who offers
his or her services to guard valuable or sensitive materials.

Beyond these considerations, a facility security offi-
cer should be resourceful, and capable of thinking in a
non-linear fashion. He or she should be able to consider
the possibility that a given action will have more than one
possible result, and that a given event may have more
than one possible cause. In testing the abilities of facility
security personnel for highly sensitive roles, it is not
enough that the officer be able to protect his or her facility
from invasion: he or she should be capable of penetrating
other facilities. Some private firms advertise the fact that
their operatives have been able to penetrate supposedly
secure buildings.

In a test of post-September 11 building security, gov-
ernment investigators were able to enter four federal
buildings in Atlanta using false law enforcement identifi-
cation equipment—a clear indication that those facilities
were not properly protected by the personnel in place. As
noted at the time in Security Management, the General
Services Administration, which provided security for those
federal buildings, was notorious for its low pay and mini-
mal benefits, and this made it difficult to attract highly
qualified personnel.

Procedure and equipment. Though the importance of per-
sonnel to facility security can hardly be overstated, people
are not the only dimension. There are also procedure and
equipment, though these can only be used to a degree of
effectiveness commensurate with the capabilities of the
security staff.

Encyclopedia of Espionage, Intelligence, and Security



FBI

In the realm of procedure, there are necessary steps
to be taken when securing areas containing valuable or
potentially dangerous materials. It may be deemed wise,
for instance, to keep sensitive areas and items as sepa-
rated as possible, so as to maximize the amount of time
and work necessary for an intruder to obtain the goods
sought. On the other hand, a facility security plan may call
for centralization of sensitive areas so as to maintain a
closer watch on those areas.

Equipment may be necessary for access control, sur-
veillance, detection, communication, and incident response.
Access control can be as simple as a lock, or as high-tech
as biometric scanning devices that read handprints or the
iris of an individual’'s eye. Surveillance equipment usu-
ally involves cameras, and may be augmented by mo-
tion sensors, alarms, and other forms of equipment for
detection.

Personnel must be equipped with devices for com-
municating with one another, and with a central monitor-
ing station. In the event of a serious security breach or
other incident, they should also be able to contact outside
services. Communications equipment also aids in inci-
dent response, for which a facility security can also pre-
pare with fire suppression items (handheld extinguishers
and/or sprinklers installed on site), as well as first aid kits.
Incident response, depending on the nature of the facility
and the qualifications of the persons guarding it, may also
require that personnel be equipped with weapons or de-
fensive equipment such as tear gas.
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WARNING

from the

FEBIL

The war against spies and saboteurs
demands the aid of every American.

When you see evidence of sabotage,
notify the Federal Bureau of Investi-
gation at once.

When vou suspect the presence of
enemy agents, tell it to the FBI.
Beware of those who spread enemy
propaganda! Don’t repeat vicious
rumors or vicious whispers.

Tell it to the FBI!

Qj.l- EdgaxlHoover, Director

Federal Bureau of Investigation

The nearest Federal Busesn of Investigation office is fisted om page ome of yoor telephose dinectery,

An FBI poster signed by J. Edgar Hoover warns civilians against
saboteurs and spies. ©@coRrsis.

FBI (United States Federal
Bureau of Investigation)

1 ADRIENNE WILMOTH LERNER

The United States Federal Bureau of Investigation (FBI) is
the nation’s primary federal investigative service. The
mission of the FBI is to uphold and enforce federal crimi-
nal laws, aid international, state, and local police and
investigative services when appropriate, and to protect
the United States against terrorism and threats to national
interests.

The FBI employs nearly 30,000 men and women,
including 12,000 special agents. The organization, head-
quartered in Washington, D.C., is field-oriented, maintain-
ing a network of 56 domestic field offices, 45 foreign posts,
and 400 satellite offices (resident agencies). The agency
relies on both foreign and domestic intelligence informa-
tion, to aid its anti-terror operations. As a law enforcement
authority, the FBI only has jurisdiction in interstate, or
federal, crimes.
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Origins and Formation of the FBI

In the nineteenth century, municipal and state govern-
ments shouldered the responsibility of law enforcement.
State legislatures defined crimes, and criminals were prose-
cuted in local courts. The development of railroads and
automobiles, coupled with advancements in communica-
tion technology, introduced a new type of crime that
contemporary legal and law enforcement system was
unequipped to handle. Criminals were able to evade the
law by fleeing over state lines. To combat the growing
trend of interstate crime, President Theodore Roosevelt
proposed the creation of a federal investigative and law
enforcement agency.

In 1908, Roosevelt and his attorney general, Charles
Bonaparte, created a force of Special Agents within the
Department of Justice. They sought the expertise of ac-
countants, lawyers, Secret Service agents, and detectives
to staff the ranks of the new investigative service. The new
recruits reported for examination and training on July 26,
1908. This first corps of federal agents was the forerunner
of the modern FBI.

When the federal bureau began operations, there
were few federal crimes in the legal statutes. Federal
agents investigated railroad scams, banking crimes, labor
violations, and antitrust cases. The findings of their inves-
tigations, however, were usually disclosed to local or state
law enforcement officials and courts for prosecution. In
1910, the federal government passed the Mann Act, ex-
panding the jurisdiction of the investigation bureau by
outlawing the transport of women over state lines for the
purpose of prostitution. Granting federal agents the right
to investigate, arrest, and prosecute persons in violation
of the Mann Act solidified the interstate authority of fed-
eral investigative services.

The Special Agents force also aided border guards,
investigating smuggling cases and immigration violations.
At the outbreak of the Mexican revolution, bureau agents
conducted limited espionage operations, gathering intelli-
gence for the military and the government.

World War | and the

Interwar Years

When World War | erupted in Europe, the United States
government, under President Woodrow Wilson, proclaimed
American neutrality in the conflict. Despite the official
declaration of neutrality, the United States increasingly
aided Allied nations such as Britain and France with sales
of weapons and supplies for the war effort. As a result,
rival Germany sent saboteurs and spies into the United
States to conduct espionage against United States mili-
tary instillations and ammunition factories. Several inci-
dents, including an explosion near New York City, at Black
Tom Pier, fanned public fear of German spies and sabo-
teurs infiltrating the United States. Federal investigators
were charged with investigating acts of terrorism and

sabotage, as well as ferreting out potential spies. For this
job, Special Agents worked closely with military intelli-
gence, gaining new law enforcement and espionage
tradecraft skills.

With the entry of the United States into the European
conflict, federal investigators gained jurisdiction over the
enforcement of the Espionage, Sabotage, and Selective
Service Acts. The bureau investigated alien enemies, and
arrested men who dodged conscription.

After World War | ended in 1918, the force of Special
Agents became the Bureau of Investigation. The agency
gained considerable autonomy from Department of Jus-
tice oversight. During the 1920s, federal agents investi-
gated several regional and national crime syndicates.
Prohibition, the ban on sale and consumption of alcoholic
beverages, prompted a rise in the illegal manufacture,
trade, and sale of alcohol. Since the Department of the
Treasury had jurisdiction over Prohibition violations, fed-
eral investigators worked closely with Treasury agents.

The interwar era was also marked by increased
gangsterism. Gangsters posed a unique challenge to the
Bureau of Investigation’s narrow interstate jurisdiction.
Many of the most notorious crime bosses were eventually
arrested on charges of racketeering, tax evasion, or war
profiteering. With no other means available, within their
legal bounds, to bring down the resurgence of the often
violent and well-armed Ku Klux Klan (KKK), the Bureau of
Investigation targeted the leader of the Louisiana Klan for
violations of the Mann Act.

The onset of the Great Depression helped escalate
crime rates. The sour economy gave rise to increased
labor violations, corruption, swindling, and murder. Two
events, however, strengthened and expanded the Bureau
of Investigation’s jurisdiction. The kidnapping of the
Lindbergh baby in 1932 prompted Congress to pass fed-
eral kidnapping statutes. Two years later, Congress passed
legislation prohibiting the escape of criminals across state
lines, providing for interstate extradition of criminals, and
granting federal agents the right to investigate and arrest
criminals who fled or operated across state lines. Further
reforms of federal law enforcement services permitted
agents to carry guns.

The structure of the agency changed dramatically in
the 1920s and 1930s. J. Edgar Hoover assumed the direc-
torship of the Bureau of Investigation. Hoover expanded
the field office network from nine offices to over 30 offices
within ten years. Agency personnel policy changed, re-
quiring new agents to complete a rigorous , centralized
training course. Promotions within the organization were
secured through merit and consistency of service, not
seniority. The agency still sought agent-recruits with train-
ing in accountancy and law, but expanded their search to
include linguists, mathematicians, physicists, chemists,
forensics specialists, and medical practitioners.

Technical advancements also changed agency opera-
tions. Basic forensic investigation began to be employed
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in FBI crime scene investigations. The bureau established
a fingerprint identification and index system in 1924. The
national index assumed fingerprint records from state and
local law enforcement agencies, as well as an older De-
partment of Justice fingerprint registry dating back to
1905. The agency opened its first technical laboratory in
1932. The facility quickly expanded to cover a variety of
forensic research, aiding investigators by comparing bul-
lets, guns, tire tracks, watermarks, counterfeiting tech-
niques, handwriting samples, and pathology reports.

World War Il and the
Interwar Years

In 1935, the special task force of agents who formerly
worked to combat Prohibition were separated from the
agency, and the organization was renamed the Federal
Bureau of Investigation (FBI). When war again broke outin
Europe, FBIl agents performed many of the same duties as
they had during World War |. Before the United States
entered the war in 1941, the FBI concentrated its efforts on
locating, infiltrating, and dismantling political organiza-
tions sympathetic to German and Italian Fascism, and
Soviet Communism, despite the latter nation’s wartime
alliance with Britain and France. President Franklin D.
Roosevelt, and Secretary of State Cordell Hull, pushed for
increased power for the FBI to investigate perceived sub-
versives, even if these people were ordinary American
citizens. A 1939 presidential directive, followed by the
Smith Act of 1940, outlawed public advocacy of over-
throwing the government.

When the United States entered the war after the
bombing of Pearl Harbor, FBI agents aided national de-
fense efforts by placing trained agents at key military and
defense industry sites. Wartime agents received more
intense training in counterintelligence measures, and the
FBI established special counterintelligence units for cov-
ert operations at the government’s discretion. FBI agents
thwarted German and Japanese attempts at sabotaging
national interests, including fuel reserves.

World War Il also marked one of the darkest chapters
of FBI operations. Despite opposition from FBI director
Hoover, government officials declared all Japanese immi-
grants, and American citizens of Japanese descent, en-
emy aliens. The Japanese-American population on the
West Coast was evicted from their homes and sent to
internment camps for the duration of the war. Many lost
homes and businesses that they were forced to leave
behind. Since internment camps and enemy alien laws fell
under federal jurisdiction, the FBI imposed curfews, ad-
ministered deportations, and arrested those in violation of
internment laws.

Conversely, FBl agents were the first federal authority
since Reconstruction to enforce desegregation laws.
Though segregation remained legal practice during the

1940s, the president appointed the Fair Employment Prac-
tices Commission (FEPC) to address concerns of African-
American workers. FEPC possessed no enforcement au-
thority, but FBI agents arrested several employers found
in violation of the FEPC on the grounds of impeding the
war effort.

The FBI during the Cold War

The early Cold War years. when World War II ended in
August 1945, increasingly hostile relations between the
United States and the Soviet Union led to the Cold War, a
diplomatic and military standoff that lasted over four
decades. In the early Cold War years, the American gov-
ernment, and many members of the public, worried about
the presence of Communist organizations and spies within
the United States. The discovery of Soviet agents operat-
ing within government agencies, and the trial of individu-
als accused of stealing atomic secrets, and the test detona-
tion of the first Soviet atomic bomb in 1949, fanned public
anti-Communist hysteria. While the newly formed Central
Intelligence Agency (CIA) worked to stop the expansion
of the Soviet Union abroad, the FBI gained the past-
war responsibility of defeating Communist organiza-
tions at home.

In the first fifteen years of the Cold War, the FBI
investigations contributed to the McCarthy hearings, as
well as high-profile spy cases like that of Julius and Ethel
Rosenberg. The FBI gained the authority to conduct back-
ground checks on potential government employees, and
investigate federal employees suspected of disloyal acts
or espionage. The 1946 Atomic Energy Act gave the FBI
jurisdiction over the secrecy and protection of atomic
secrets. Legislation throughout the 1950s expanded the
FBI's role to cover the security of atomic facilities, and
defense industry sites.

In more routine law enforcement duties, the FBI con-
tinued to pursue interstate and federal criminals. In 1950,
the agency published its first “Ten Most Wanted List.”

The early 1960s and the Civil Rights Movement. Although the
Cold War continued, the anti-Communist hysteria faded
away in the late 1950s. FBI investigations of anti-govern-
ment organizations and “subversive individuals” shifted
with the political mood of the 1960s. The decade wit-
nessed the assassination of President John F. Kennedy,
the Vietnam War, and ushered in the Civil Rights Move-
ment, both events signaled new duties and an expanded
legal jurisdiction for the FBI.

When President Kennedy was assassinated in Dallas,
Texas in 1963, the crime was legally a local homicide. No
special legal provisions existed for the investigation of the
assassination of a government official or the president.
President Lyndon B. Johnson called in FBl agents to inves-
tigate the murder, setting the precedent for future legisla-
tion that designated assassination as a federal crime, and
granted the agency jurisdiction in assassination cases.
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The FBI was responsible for federal enforcement of
the Civil Rights Act of 1964, and aiding desegregation
efforts by investigating pro-segregation organizations and
individuals. The FBI's charge to enforce civil rights legisla-
tion often put federal agents in conflict with local law
enforcement officials, especially in the South and Mid-
west. Though the FBI routinely investigated violations of
civil rights laws, they did not win the authority to prose-
cute violators through federal law until after 1966.

The FBlinvestigated, and helped prosecute criminals,
in several high profile civil rights cases. Field agents in
Louisiana and Mississippi investigated the murder of three
voter registration workers in Philadelphia, Mississippi,
before turning the case over to FBIl headquarters in Wash-
ington, D.C. FBI agents conducted crime scene, forensics,
and extended investigations of the assassinations of civil
rights leaders Martin Luther King, Jr., and Medger Evers.
They eventually arrested, aided the prosecution of, and
gained convictions for the assassins, although Byron De
La Beckwith, who shot Medger Evers, was not found guilty
until 1994.

The Dietnam and llJaTerqaha 8rd. The United States, in an
attempt to stem Soviet influence in Asia, entered the
Vietnam War. The war was controversial, with many young
people opposing U.S. military intervention in the conflict.
The re-institution of the draft further angered anti-war
sympathizers. Government officials grew increasingly sus-
picious of anti-war organizations and the large demon-
strations they organized. Though the vast majority of anti-
war demonstrators and organizations advocated peaceful
protest and civil disobedience, a few militant and extrem-
ist groups resorted to acts of violence and sabotage. The
actions of these groups prompted the FBI to conduct
widespread surveillance of the anti-war movement. Utiliz-
ing counterintelligence techniques, the FBl used a myriad
of intrusive surveillance, known as “Cointelpro,” methods
to thwart terrorist action by radicals. However, some criti-
cized the organization of conducting domestic espionage,
especially on the peaceful majority of anti-war supporters.
Hoover, still director of the FBI, responded by promoting
passage of the Omnibus Crime Control Act, which limited
the use of wiretaps, listening devices, clandestine photo-
graphs, and other surveillance methods. The act defined
new operational procedures for FBI agents, and was the
first legal compromise between intelligence and privacy
interests.

In 1972, public attention shifted from the Vietnam
conflict, to the actions of the Nixon administration. On
June 17, 1972, five men were arrested while breaking into
the Watergate apartment complex that housed the head-
quarters for the Democratic Party. Subsequent investiga-
tions by a special team of federal agents connected the
men, most whom were former CIA and FBI agents, to the
Office of the President. Despite the implication of a few FBI
agents in the extensive cover-up operation that followed
the break-in, FBl investigators cooperated with a specially
appointed Senate investigatory committee, surrendering

all information pertaining to Watergate. The ensuing scan-
dal, known as Watergate, not only forced the resignation
of Nixon and most of his administration, but also dam-
aged public faith in the government and its intelligence
and security agencies.

The end of the Cold War. A period of Cold War détente in the
1980s allowed the FBI to concentrate on agency reforms
and expansion of its domestic intelligence capabilities. In
1982, following a outburst of international terrorism, the
director of the FBI, William Webster, made counterintelli-
gence and anti-terrorism operations an agency priority.
He established the National Center for the Analysis of
Violent Crime, a facility that would conduct sophisticated
forensic analysis on crimes. The renewed agency atten-
tion to counterintelligence discovered over 30 cases of
espionage against the United States government in 1985.

Combating the rise of white-collar financial crimes
and the drug trade were other priorities of the FBI during
the 1980s. FBl investigations implicated high-ranking gov-
ernment officials in financial fraud and abuse of power
scandals, including members of the Congress (ABSCAM),
defense industry (ILL WIND), and judiciary (GREYLORD).
Federal agents also investigated fraud cases during the
savings and loan crisis.

The Rise of Terrorism and the
FBI Today

In 1991, the Soviet Union collapsed. Its formal dissolution
on December 25, 1991, marked the end of the Cold War. In
the decade that followed, the international political map
drastically altered, changing the global balance of power
and permitting the rise of new threats to United States
national security. In response to the changing interna-
tional environment, the FBI shifted the priority of its opera-
tions. Several key events, including the 1993 bombing of
the World Trade Center by Islamist, foreign terrorists, and
the 1995 bombing of a federal building in Oklahoma City
by a domestic terrorist, prompted the FBI to restructure its
counterintelligence and counter-terrorism operations.

To aid its current operations, the FBI embraced the
use of several new technologies in its operations. The
advent of personal computers and the Internet aided re-
search and processing of investigation information. Search-
able databases store information on suspects, crime sta-
tistics, fingerprints, and DNA samples. However, their use
also created security risks that necessitated the creation of
specialized information systems protection task forces.
The agency created Computer Analysis and Response
Teams (CART) to aid field investigators with the recovery
of data from damaged or sabotaged electronic sources. In
1998, the establishment of the National Infrastructure
Protection Center (NIPC) permitted the FBI to monitor the
dissemination of computer viruses and worms.
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Forensic use of DNA radically altered both the le-
gal process and forensic research of FBI investigations.
DNA analysis allows specialists to positively identify vic-
tims and perpetrators of crimes by comparing particular
patterns in individual DNA. FBI forensic specialists cre-
ated a national DNA databank in 1998 to aid ongoing
investigations.

After the September 11, 2001, terrorist attacks on the
United States, and subsequent anthrax attacks on national
post offices and media outlets, the FBI expanded its coun-
terintelligence and counter-terrorism operations to in-
clude anti-bioterror task forces. The FBI, working in con-
junction for the Centers for Disease Control (CDC), employs
agents to aid in the investigation and identification of
bioterror agents, and law enforcement in the event of a
bioterror attack. FBI analysis and research divisions have
compiled massive databases on known biological agents,
stockpiles of weapons, and terrorist groups who may
possess biological weapons. FBI analysts develop profiles
of terrorist groups to better understand their mindsets and
possible future actions.

The FBI’s focus on the prevention of terrorism failed
to thwart the September 11, 2001, terrorist attacks on the
World Trade Center and the Pentagon. However, FBI in-
vestigations successfully found and prosecuted the perpe-
trators of the Oklahoma City bombing and the 1993 attack
on the World Trade Center. In its ongoing investigation of
the events of September 11, FBI agents have found and
arrested several persons suspected of having connections
to the al-Qaeda terrorist network and the recent terrorist
attacks. The FBI is also designated as the primary agency
of enforcement for the Patriot Act.

Although no major FBl operations were assumed into
the Department of Homeland Security (DHS), the estab-
lishment of pending DHS committees to govern intelli-
gence agency cooperation and information sharing will
alter the manner in which the FBI relays information to the
President and other government officials. Proponents of
the DHS hope the agency will streamline communication
among intelligence and security agencies. Critics of pro-
posed DHS intelligence reforms charge that agencies,
such as the FBI, will lose investigative and operational
autonomy. Despite the changing future of the structure of
the United States intelligence community, the FBI will
undoubtedly play a central role.
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September 11 Terrorist Attacks on the United States

FCC (United States Federal
Communications Commission)

1 STEPHANIE WATSON

The Federal Communications Commission (FCC), an inde-
pendent government agency, oversees the media and
communications industries in the United States. Included
under the FCC’s jurisdiction are radio, television, cable,
telephone, satellite, and wireless (cellular phones and
pagers) providers. As part of their regulatory responsibili-
ties, FCC commissioners review and grant broadcasting
licenses, approve corporate mergers and acquisitions,
and protect consumers by responding to complaints and
investigating claims of unfair rates and fraudulent busi-
ness practices.

In the wake of the September 11, 2001 terrorist at-
tacks, the FCC tightened its focus on security, and began
looking at new ways to protect the nation’s communica-
tions infrastructure. In March of the following year, it
announced the creation of a new Media Security and
Reliability Council. The federal advisory committee, com-
prised of media company executives, public service repre-
sentatives, trade association members, and manufactur-
ers, meets regularly to evaluate the security of national
communications networks, and to strategize measures to
protect against future attacks.

The FCC is governed by five commissioners, who are
appointed by the president with the Senate’s approval.
Rules governing the FCC stipulate that no more than three
commissioners can be from the same political party. Each
commissioner serves for a five-year period. The agency is
funded by and reports to the United States Congress. The
FCC chairman directs the organization’s activities and
is responsible for hiring its bureau chiefs and depart-
ment heads.

The FCCis divided into six bureaus, each of which has
been designated to provide a specific function. The Media
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Bureau regulates and licenses broadcast television and
radio stations, cable and satellite providers; the Wireless
Telecommunications Bureau oversees cellular phones,
pagers, and two-way radios; the Consumer and Govern-
mental Affairs Bureau educates the public and coordi-
nates with other government agencies to protect con-
sumer interests; the Enforcement Bureau carries out the
rules set forth under the Communications Act; the Interna-
tional Bureau directs communications activities outside
the United States; and the Wireline Competition Bureau
regulates telephone companies that provide interstate
and intrastate wire-based service. Ten staff offices have
been set up to support these bureaus.

The birth of the FC(. The FCcC was set up under the 1934
Communications Act to regulate radio and telephone com-
munications. It combined functions originally designated
to the Federal Radio Commission, Interstate Commerce
Commission, and Postmaster General. As the television,
cable and wireless industries emerged in subsequent years,
the FCC’'s reach was extended and its responsibilities
increased. New regulations were enacted to govern each
new industry, for example the Communications Satellite
Act of 1962 and the Cable Act of 1992.

Each industry under the FCC’s jurisdiction was origi-
nally designated a separate entity, and prohibited by the
government from crossing over into each other’s territory.
Thatis, until Congress signed the landmark 1996 Telecom-
munications Act. The act relaxed the rules governing
corporate ownership within the telephone, television, and
computer industries; allowing, for example, local phone
companies to offer long-distance service and cable com-
panies to offer Internet access. The move allowed greater
competition among companies, and more choice and
protection against monopolistic pricing practices for con-
sumers. It also set the stage for a host of media mergers
and acquisitions, most notably: America Online/Time
Warner/Turner Broadcasting system, and ABC/Walt Disney
Co., and MCI/Worldcom.

Over the years, the FCC has directed a number of
important initiatives. In the early 1960s, when then-chair-
man Newton Minnow called television “a vast waste-
land,” television stations were spurred to raise program-
ming standards. In 1990, the Children’s Television Act
limited advertising in programs geared to children and
made children’s programming a stipulation for license
renewal. The FCC has also had to deal with First Amend-
ment issues, for example obscenity cases relating to the
music industry and radio broadcasts by so-called
“shock jocks.”
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FDA (United States Food and
Drug Administration)

The Food and Drug Administration (FDA), a Department of
Health and Human Services agency, regulates the devel-
opment, sale, and distribution of food products, prescrip-
tion and over-the-counter drugs, cosmetics, and medical
equipment. The FDA’s reach is so extensive that one-fifth
of all consumer dollars spent in the U.S. purchase a
product regulated by the FDA. The goal of the FDA is to
protect consumers by ensuring the safety of food and
drug products sold in the U.S.

The FDA traces its history to 1862, when President
Abraham Lincoln created a chemistry division under the
Department of Agriculture. Congress created the modern
FDA in 1906 with the passage of the Food and Drugs Act.
The 1906 law gave limited power to the FDA to monitor the
safety of food and drug products. In 1938, Congress ex-
panded the power of the FDA by passing the Food, Drug,
and Cosmetic Act. This act granted the FDA the power to
test drugs and determine their safety and efficacy before
allowing companies to sell the new drugs. The act also
granted the FDA authority to regulate cosmetics.

While the FDA’s primary task is to ensure food and
drug safety, in recent years the agency has taken on an
increased role in the fight against bioterrorism. The FDA is
leading efforts to develop and produce vaccines and treat-
ments plans to prevent or stop the spread of a bioterror
attack. In this quest, the FDA must quickly test vaccines, so
private companies can produce and stockpile vaccines.

Encyclopedia of Espionage, Intelligence, and Security



The variety of possible pathogens (disease-causing
microorganisms) that might be used in bioterrorism has
tested the limits of the FDA. The administration must
simultaneously assess the effectiveness of vaccines and
treatments for anthrax, smallpox, botulism, plague,
hemorrhagic fevers, and other potential bioweapons. Addi-
tionally, the FDA, in conjunction with the Centers for
Disease Control, must take into account that terrorists
might genetically alter existing pathogens to reduce the
efficacy of current vaccines and treatments. The FDA
plans to thwart potential terrorist attacks by expediting its
approval process for new vaccines and drugs that could
reduce the severity of a bioterror attack.
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Federal Protective Service,
United States

1 CARYN E. NEUMANN

The United States Federal Protective Service (FPS) is the
security arm of the General Services Administration (GSA)
and it is responsible for the protection of most of the
civilian workspace owned or leased by the federal govern-
ment, as well as the safety of the workers and visitors who
use these sites. Headquartered in Washington, D.C. since
its 1949 founding, FPS guards more than 8000 sites and
one million federal workers and visitors on a daily basis. It
promotes safety by employing law enforcement, physi-
cal security, and investigative personnel as well as con-
tract guards, electronic surveillance, entry control de-
vices, and a crime prevention awareness campaign. The
agency serves as a centralized communication provider
by networking with federal, state, and local law enforce-
ment agencies.

The mission of FPS is to permit the conduct of govern-
ment business by ensuring a safe environment that is
open and inviting in a professional and cost effective

Federal Protective Service, United States

manner. The agency traces its origins to the Federal Prop-
erty and Administrative Services Act of 1949, which con-
solidated real property functions within the newly created
GSA and brought the U.S. Special Police under the protec-
tion division of the GSA's Public Building Service. In 1971,
GSA established the Federal Protective Force, which later
became FPS, in response to the growing number of dem-
onstrations occurring at federal facilities. FPS covers build-
ings housing most federal agencies, committees, and
commissions; U.S. District and Appellate Courts; and U.S.
senators and congressional representatives. It bears re-
sponsibility for the protection of U.S. Border Patrol Sta-
tions, including the San Ysidro Border Station, which
separates Tijuana, Mexico from San Diego, California and
is considered to be the busiest land port in the world.

Over the years, FPS has shifted its emphasis from the
fixed guardpost concept of security to a mobile police
force that promotes physical security and crime preven-
tion. The agency has recently adopted community polic-
ing, which means that it has moved its officers out of
vehicles to allow them to spend more time in and around
the buildings leased and operated by GSA. FPS coordi-
nates regional activities with control centers in New York,
Boston, Philadelphia, Atlanta, Denver, Chicago, San Fran-
cisco, Seattle, Fort Worth, Kansas City, and Washington,
D.C. as well as branches in the Far East and Caribbean. It
has additional offices in all fifty states plus Puerto Rico and
the Virgin Islands.

To meet its responsibilities, FPS performs both secu-
rity and law enforcement functions with uniformed and
plainclothes personnel and regularly coordinates its ac-
tivities with the Federal Emergency Management Agency
(FEMA). Security, increasingly performed by contract
guards as well as physical security specialists, includes
such activities as the placement of security equipment and
technology. FPS security personnel participate in the modifi-
cation and repair of existing buildings as well as the
construction of new ones to ensure that these sites have
specially tailored security measures, equipment, and tech-
nology in place. FPS also routinely conducts building
assessments of all GSA-controlled facilities to identify
security weaknesses. Law enforcement security officers
(LESOs), who hold the core FPS position, conduct prelimi-
nary investigations of accidents, incidents, and criminal
complaints occurring on GSA-controlled property. LESOs
do not investigate criminal offenses involving GSA em-
ployees but they are responsible for gathering protective
intelligence information pertaining to demonstrations,
bomb threats, and other criminal activities. FPS law en-
forcement personnel carry guns and are trained at the
Federal Law Enforcement Training Center in Glynco,
Georgia.

Until the 1995 bombing of the Alfred P. Murrah Fed-
eral Building in Oklahoma City, FPS had suffered from
repeated budgetary and personnel cuts thatcompromised
its ability to guarantee the safety of federal workers and
visitors. After the attack, the GSA bolstered all of its

1
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security systems including FPS. As long as fear of terror-
ism remains strong, FPS will likely play a significant role in
homeland security.
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I JUDSON KNIGHT

Created by the passage of the Federal Reserve Actin 1913,
the Federal Reserve System serves as the central bank of
the United States. Commonly known as the Fed, it con-
ducts monetary policy for the nation by exerting direct
influence on the money supply, interest rates, and the
purchase of government securities. It is the means by
which federally issued currency and coinage reaches fi-
nancial institutions, which receive these through the 12
Federal Reserve district banks located in various major
cities throughout the United States. The Fed also sets the
interest rate at which it loans money to member financial
institutions, thus establishing a baseline for the rates of
interest at which money is borrowed and lent throughout
the United States.

Conducting Monetary Policy

The initial mandate granted to the Federal Reserve Sys-
tem by Congress was to provide and ensure stability,
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safety, and flexibility in the national monetary and finan-
cial system. Since 1913, the responsibilities and powers
accorded to the Fed have grown considerably.

Today the Federal Reserve shapes, directs, and con-
ducts U.S. monetary policy. Its overall concern is the well
being of the national economy, which it seeks to achieve
through a number of measurable goals, including price
stability and full employment. These goals it achieves, in
turn, through three principal means at its disposal: the
control of the money supply by the issuance of currency to
member financial institutions, the setting of interest rates
at which it loans funds to those institutions, and the open
market purchase of government securities.

Euntmllinq the money SU]]I][IJ. Under the Legal Tender Act of
1862, the United States began issuing currency notes,
known as U.S. notes, through the Treasury Department,
and continued to do so until January 21, 1971. At the time
it passed the act, Congress set a limit of $300 million on the
value of U.S. notes that could be in circulation at any one
time. Significant by the standards of the Civil War era, this
sum represents a tiny portion of the funds in circulation
today, which are known as Federal Reserve notes.

Whereas U.S. notes represented obligations of the
federal government alone, Federal Reserve notes, author-
ized under the 1913 act that created the Fed itself, repre-
sent an obligation both of the federal government and the
Federal Reserve system. The original Legal Tender Act
was accordingly amended to include Federal Reserve
notes as legal tender, meaning that they legally satisfy
debts equal to the face value of the note tendered.

It is technically illegal to refuse legal tender (which
today is synonymous with Federal Reserve notes) for
services already rendered, though it is notillegal to refuse
it for services not yet rendered. Therefore, a business that
accepts only checks or credit must post a notice indicating
this, so that the customer is aware of the fact prior to
tendering payment.

Setting interest rates. in addition to controlling the money
supply through the issuance of legal tender, the Federal
Reserve directly affects monetary policy by a second and
perhaps even more significant means: the setting of inter-
est rates. This is accomplished by determining the dis-
count rate, or the rate it charges member institutions for
loans. These institutions, in turn, charge other depository
institutions a certain rate for overnight loans of funds that
are immediately available at the Federal Reserve Bank.
The rate at which Fed member banks charge money to
depository institutions, known as the federal funds rate,
will always be slightly higher than the discount rate, but
varies from institution to institution, and from day to day.

In order to turn a profit, banks that borrow money at
the federal funds rate, in turn, charge borrowers—both
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Guided by tradition, Federal Reserve Chairman Alan Greenspan assembles members of the Federal Open Market Committee around this 27-foot magohany

table eight times a year to set interest rates. APWIDE WORLD PHOTOS.

businesses and individuals—slightly higher rates. By this
chain of relationships, the Fed exerts an all but direct
influence on consumer credit costs ranging from the an-
nual percentage rate on acreditcard to the rate charged on
a 30-year housing loan.

[]]JEII market operations. in addition to setting interest rates
and controlling the money supply, the Fed conducts mone-
tary policy through a third instrument, open market opera-
tions, or the buying and selling on the open market of
securities issued by the U.S. Treasury and federal agen-
cies. These securities include bonds of various types, as
well as other government certificates. In each case, the
value of the bond or certificate ultimately rests in the fiscal
strength of the federal government.

Historically, the Federal Reserve has tied its objec-
tives for open market operations either to a certain quan-
tity of reserves, or a certain price. Prior to the administra-
tion of Federal Reserve Chairman Alan Greenspan, who
was appointed by President Ronald Reagan in 1987, the
Fed tended to focus on seeking a desired quantity of
securities as reserves. Since that time, however, the Fed
has sought to attain desirable levels in the price of securi-
ties, which are the federal funds rate. From 1995, it began

announcing target levels for the federal funds rate, which
rose in the healthy economic climate of 1999 and 2000, but
fell in the recessionary economies of 2001 and 2002.

Maintaining Financial Stability

The open market operations of the Federal Reserve Sys-
tem are a clear means by which the Fed helps to maintain
both financial and ultimately, political stability in the na-
tion. Although it continually pursues its objective of ensur-
ing stability through the three significant means at its
disposal, the actions of the Federal Reserve become par-
ticularly evident during periods of financial upheaval.

The stock market crash of October, 1987, the Asian
financial crisis and its aftermath in late 1998, and the
terrorist attacks of September, 2001 each presented an
occasion in which the U.S. financial system faced chal-
lenges, and when consumer faith in the national economy
wavered. In each such situation, as well as in less signifi-
cant crises, the Federal Reserve has gone into action,
ensuring monetary liquidity through large balances of
available cash; keeping interest rates manageable by ex-
tending discount loans to depository institutions; and
setting the example of faith in U.S. institutions by purchas-
ing government securities on the open market.
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Even in times when the affairs of the nation are
running more smoothly, the Fed continues to influence
monetary policy. Americans are less likely to take note of
the Federal Reserve in those situations, yet it is the Fed
itself that deserves much of the credit for the stability in
such times. The most visible means by which the Fed
affects the economy is through the discount rate, which
serves, in effect, like a gas pedal for economic growth.
When rates are low, economic activity increases, and the
economy grows. If the economy grows too fast, the Fed
may raise interest rates as a means of ensuring price
stability and protecting against inflation.

Structure of the Federal Reserve

The chairman of the Federal Reserve leads a seven-mem-
ber Board of Governors, all of whom are appointed by U.S.
presidents. The president also appoints the chairman and
vice-chairman from among the board members, appoint-
ments that must be confirmed by the U.S. Senate.

Alongside the board is another entity that arguably
exerts as much power, the Federal Open Market Commit-
tee (FOMC), which oversees open market operations. The
FOMC sets the objective for open market operations,
meaning that it sets the federal funds rate. If the Fed
purchases securities, thus adding to reserves, then de-
pository institutions will tend to take on new loans and
investments, which has the effect of lowering interest rates.

Of the seats on the FOMC, seven are filled by the
members of the Board of Governors, and an eighth by the
president of the New York Federal Reserve Bank. The
otherfour are divided among the 11 other Federal Reserve
banks, which fall into four groups (Boston, Philadelphia,
and Richmond; Chicago and Cleveland; Atlanta, St. Louis,
and Dallas; Minneapolis, Kansas City, and San Francisco),
with presidents from each city in a group serving rotating
one-year terms.

Banks. Although there are only 12 Federal Reserve banks,
each has branches in other cities. For example, the Federal
Reserve Bank of San Francisco has branches in Los Ange-
les, Portland, Seattle, and Salt Lake City. The 12 district
banks release currency, and every banknote issued in the
United States bears the seal of one of the district banks to
the left of the portrait on the observe side.

Federal Reserve banks sell stock to member institu-
tions, which include national and state-chartered banks,
as well as trust companies. All national banks, which are
chartered by the Office of the Comptroller of the Currency
in the Treasury Department, automatically belong to the
Fed, while state banks and trust companies have to meet
requirements set by the Board of Governors. All members
are required to purchase from their regional Federal Re-
serve banks stock equal to six percent of their capital, of
which halfis paid in, while the other half can be called in by
the Board of Governors.
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Relationship with the federal government. The Federal
Reserve System is a part of the government in the sense
that it was created by Congress, and is subject to congres-
sional oversight. Furthermore, its leadership is appointed
by presidents, although board members’ 14-year terms
extend far beyond the term of the chief executive who
appointed them. Unlike most bureaus of the federal gov-
ernment, however, the Fed is independent of any cabinet-
level department. Its decisions do not require the approval
of the president, Congress, or any other member or body
of the executive or legislative branches.

Nor does it depend on funding appropriated by Con-
gress. Almost alone among government institutions, the
Fed actually pays for itself through the interest it receives
on its holdings of federal securities, and through the fees
it charges depository institutions for such services as
processing and clearing checks. As a non-profit institu-
tion, it turns its net earnings over to the Treasury each
year. These earnings are far from inconsiderable: in 2001,
the Federal Reserve paid $27.14 billion to the federal
government.

BFURTHER RERDING:
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FEMA (United States Federal
Emergency
Management fAlgency)

Although today a component of the Department of Home-
land Security (DHS), the Federal Emergency Manage-
ment Agency (FEMA) is a formerly independent agency of
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“Cowboy,” a search and rescue canine for the Federal Emergency Management Agency (FEMA), pauses during his work searching the World Trade Center

site in New York in September, 2001. AP/WIDE WORLD PHOTOS.

the U.S. federal government tasked with responding to
all aspects of natural and manmade disasters. This ex-
cludes specialized response capabilities such as those of
radiological teams—although FEMA works with these—
but includes all phases of disaster response, mitigation,
and prevention. Created by a 1979 executive order, FEMA
employs some 2,600 people at its headquarters in Wash-
ington, D.C., and at sites across the nation.

[dl’lU hiSi[lle. Federal efforts at disaster relief had their
beginnings surprisingly early, in an 1803 congressional
act authorizing assistance to a New Hampshire town rav-
aged by fire. Over the next century and a quarter, more
than a hundred pieces of ad hoc legislation were passed in
response to floods, hurricanes, earthquakes and other
disasters.

The establishment of the Reconstruction Finance Pro-
gram (RFP) under the New Deal of President Franklin D.

Roosevelt in the 1930s finally gave shape to federal disas-
ter-relief efforts. The RFP, which made loans for repair and
reconstruction in the wake of disasters, was soon aug-
mented by the Bureau of Public Roads, which provided
funding for the replacement of roads and bridges, and by
the Flood Control Act, designed to enable the U.S. Army
Corps of Engineers to implement flood control projects.

During the 1960s, a series of hurricanes lashed the
United States, prompting the establishment of the Federal
Disaster Assistance Administration within the Department
of Housing and Urban Development. In 1968, Congress
passed the National Flood Insurance Act, which increased
the flood protection afforded to homeowners. The Disas-
ter Relief Act of 1974 established the principle and process
of disaster declarations on the part of the president, whose
executive powers were sufficient to direct resources to-
ward relief.
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With more than 100 federal agencies involved in
some aspect of disaster relief, the need for a coordinating
agency became apparent, and in 1979 President James E.
Carter issued an executive order creating FEMA. The new
agency absorbed a number of entities, among them the
Federal Preparedness Agency of the General Services
Administration, HUD’s Federal Disaster Assistance Admin-
istration, and the Defense Civil Preparedness Agency of
the Department of Defense.

FEMA ’rudau. In its first quarter-century of existence, FEMA
dealt with a vast array of natural and human disasters,
including the nuclear accident at Three Mile Island in
Pennsylvaniain 1979, the Cuban refugee crisis in 1980, the
San Francisco earthquake in 1989, Hurricane Andrew in
1992, floods in the Midwest and West in 1993, and the
terrorist attacks of September 11, 2001.

The appointment of James L. Witt by President Wil-
liam J. Clinton in 1993 put FEMA for the first time under
the leadership of a director with experience as a state
emergency manager. Witt undertook wide-scale reforms
that streamlined relief measures. Thanks to the end of the
Cold War, he was also able to direct resources from civil
defense toward disaster relief, as well as recovery and
mitigation programs.

In the post-September 2001 era, a new type of “civil
defense” emerged: homeland security. FEMA became
part of DHS when the latter was formally established on
March 1, 2003.

Organization and mission. in addition to its 2,600 full-time
employees, FEMA has between 4,000 and 5,000 reservists.
Its force operates out of FEMA headquarters; the FEMA
training center at Emmitsburg, Maryland; the Mount
Weather Emergency Operations Center in Virginia; and
other facilities. FEMA often works in partnership with
other groups, including some 27 federal agencies, state
and local emergency management agencies, and the Ameri-
can Red Cross.

The mission and activities of FEMA relate to what the
agency’s own literature describes as the “life cycle of
disaster.” Starting with the disaster itself, there is the
response phase, followed by recovery, mitigation, risk
reduction, prevention, and preparedness—all of which
makes the nation and its communities more equipped to
deal with future catastrophes.

Among the specific activities FEMA undertakes are
assisting with flood-plain management and implementa-
tion of building codes; teaching local communities how to
survive a disaster; and equipping state and local emer-
gency teams to prepare them for a disaster situation. In
the event of a calamity, FEMA helps coordinate the fed-
eral response, and makes disaster assistance available to
states, communities, businesses, and individuals. It also
trains emergency managers, supports fire services na-
tionwide, and administers national flood and crime insur-
ance programs.
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FEST (United States Foreign
Emergency Support Team)

The United States Foreign Emergency Support Team (FEST)
is a rapid-response unit designed to respond to terrorist
attacks against U.S. interests overseas. Created in 1985, it
is directed by the Department of State, but constitutes an
interagency force. Its most famous deployment occurred
in 1998, when operatives of Osama bin Laden’s al-Qaeda
network bombed U.S. embassies in Kenya and Tanzania.

FEST was created to provide coordination and assist-
ance to U.S. personnel and host nations in the event of an
attack against American personnel and/or property over-
seas. Whenever deployed, it is directed by the chief of
mission, who is the leading representative of the U.S.
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president in a host nation (usually, but not always, this is
an ambassador). Its efforts are coordinated by the Depart-
ment of State, working through the Office of the Coordina-
tor for Counterterrorism.

In crisis situations, FEST has the mission of advising,
assisting, assessing, and coordinating. It provides the
chief of mission, incident managers, and leaders of the
host government with direction concerning Washington’'s
response to a terrorist attack. FEST personnel are pre-
pared to work around the clock in crisis and consequence
management, communication augmentation, and other
specialized tasks as directed. During the 1998 bombings in
Africa, teams focused on restoring communications, en-
suring security, and coordinating the flow of assistance to
the embassies and personnel.

BFPURTHER READING:
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I AGNIESZKA LICHANSKA

Fingerprints are the patterns on the inside and the tips of
fingers. The ridges of skin, also known as friction ridges,

Fingerprint Analysis

together with the valleys between them form unique pat-
terns on the fingers. Fingerprint analysis is a biometric
technique comparing scanned image of prints with a
database of fingerprints. Uniqueness of prints, and the
fact that they do not change during a person’s life, form
the basis for fingerprint analysis. The uniqueness of the
prints is determined by the minute changes in local envi-
ronment during fetal development; therefore, the identi-
cal twins undistinguishable by DNA analysis can be differ-
entiated with fingerprint analysis. Although the fingerprint
pattern remains the same, growth accounts for an en-
largement of the patterns. Additionally, accidents or some
diseases may alter fingerprint patterns

HiSil]l'U of ﬁnqerprin’r USE. Notes about the ridges, loops,
and spirals of fingerprints were first made in 1686 by
Marcello Malpighi. However, it was not until 1880 that
fingerprints were recognized as a means of personal iden-
tification by Henry Faulds, who also identified a first ever
fingerprint. The first book about fingerprints was pub-
lished in 1888 by Sir Francis Galton, and was titled simply
Fingerprints. Galton established the first classification sys-
tem for fingerprints and was the first to assert that no two
prints are the same, or that the odds of two prints being
identical were about 1 in 64 billion. Later, the Henry
Classification System was developed in 1901 by Sir Edward
Henry, and today forms the basis for print recognition in
most English speaking countries. This system categorized
the ridge patterns into three groups: loops, whorls,
and arches.

Fingerprinting was soon introduced in prisons, army
and widely used for identification by law enforcement.
The Federal Bureau of Investigation collection has mil-
lions of fingerprint cards and consists of approximately 70
million fingerprints. Although the main use of prints re-
mains in forensic science and law enforcement, new uses
of fingerprints have been developed.

Detection of fingerprints. Presence of pores on the surface
of the ridges of the fingers results in the accumulation of
perspiration on the fingertips. This moisture remains on
the surface of the object a person touches, leaving prints.
Depending on the surface touched, prints can be visible to
the naked eye (e.g. metal, glass or plastic) or invisible
(paper, cardboard or timber). Prints left on non-porous
surfaces such as metal can be visualized with powders
and lifted with tape. In contrast, the prints on porous
objects require special lighting, such as lasers or x rays.

There are two major methods of the identification of
fingerprints—comparison of lifted prints and live scan-
ning. The first method is mainly used in forensics, while
the second is used for authentication purposes (in security
applications) and is also slowly becoming a method for
identification at some police stations.
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A fingerprint is seen on the back of a wireless device called an “IBIS.” It can record a fingerprint in the field, then send the fingerprint via a wireless connection

to be checked against a database. APWIDE WORLD PHOTOS.

Analysis and classification of fingerprints. Ridges present on
the fingers are classified based on the patterns they form.
The most important features are ridge endings and
bifurcations (separation of a ridge into two). These fea-
tures are called minutiae and form the basis for further
classification and identification. Based on the forms cre-
ated by the minutiae (loops, whorls, etc.) fingerprints are
further sub-classified into many more distinct patterns.

Modern fingerprint analysis uses computer algorithms
to determine the similarity between a print and images
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stored in a database. Analysis is usually performed on
multiple levels. First, the algorithms are compared to the
prints on the coarse level to identify a type of a print, and
then subsequently to identify more and more details until
a match is found. The computer analysis of prints com-
pares ridges, bifurcations and their relative location. Fin-
gerprint analysis software and scanners identify a set
number of similarity points, this number being deter-
mined by the software used, typically up to 90 points are
compared. After identification of a set number of features,
a template of the scanned print is formed and this is
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subsequently compared to the templates stored in the
computer to determine if the print has a match. Although
limiting the characteristics to be compared speeds up the
matching process, it can also affect the accuracy if inade-
quate numbers are compared. Accuracy also depends on
the application for which the fingerprint analysis is used.

Scanners have comparison algorithms and a number
of recognizable characteristics programmed in, together
with the prints of the users (enrolment) to provide the
templates for comparison. The FBI fingerprint system is
over 98% accurate, while the authentication systems ac-
cept only 97% of authorized users. Among some of the
reasons for the rejection are: scars, calluses, cracks, dirt,
or excess fingernail length.

Fingerprint analysis tools. Two types offingerprintscanners
are normally used, optical scanners and capacitance scan-
ners. Optical scanners identify the print using light; de-
pending on the brightness of the reflected light, optical
scanners depict ridges as dark and valleys as light. Capaci-
tance scanners determine the print by using an electrical
current. Valleys and ridges on the fingers produce dif-
ferent voltage output, allowing for discrimination be-
tween them.

As sophisticated they are, the existing scanners are
not totally immune to fraud. Optical scanners can be
fooled by a picture, whereas the capacitance scanners can
be fooled by a mold of a finger. Some scanners also have
temperature and pulse sensors, but they are still vulner-
able to molds placed over real fingers.

A number of portable fingerprint scanners were de-
veloped mainly by computer companies to provide a
secure access for the users. In 1998, Compaq was the first
to have a print reader attached to the computer. Currently,
there are multiple systems for use with desktop and laptop
computers in the form of PC cards and biometric mice. A
portable print reader used for computer security employs
atiny digital camera to take a picture of a print and convert
it into a map that is subsequently stored in the computer
and cannot be duplicated.

Commercial fingerprint identification systems were
introduced over 15 years ago. They are now used in
security applications to gain access to a building or areas
within the building, or computers or network access. Some
companies, police offices, and high-security government
buildings require fingerprint identification for access to
the building or its selected parts.

In order to protect sensitive data, some businesses
and the military often use scanners that are attached to
computers (the U-Match mouse, for example) or installed
in keyboards. These provide either immediate identifica-
tion for access to the terminal or remote identification for
access to secure documents or archives. NATO facilities in
Turkey, and the U.S. Office of Legislative Council uses
similar technology. New scanner trials are on the way to
provide the same protection for e-commerce and Internet
banking in order to secure transactions.

Finland, Intelligence and Security

In order to combat cell phone thefts, the industry is
considering equipping phones with fingerprint readers.
Fingerprint protection is also offered for a new generation
of safes, such as those provided by Biometrics Marketing.
Finally, the scanners are being used to replace timecards
in companies and to integrate payroll systems. Five U.S.
airports, including Chicago’s O’Hare have installed finger-
print scanners to check employees’ backgrounds. Some
banks use fingerprint scans before a check is cashed.
Similarly, government agencies sometimes utilize finger-
print scans to ensure that payments are given to the
proper recipients.

Today, fingerprint analysis technology is the most
wide-spread biometric method of identification and au-
thentication for forensic and security purposes.
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Finland, Intelligence
and Security

Finland’s geographic location made the nation one of
the key strategic intelligence points during the twentieth
century. Its position on the Baltic Sea, and proximity to
both Russia and Western Europe, influenced the develop-
ment of its national political character and intelligence
community.

During World War Il, as the Nazis planned their inva-
sion of the Soviet Union and sought to stop operations of
the Soviet Navy in the Baltic region, the Finnish govern-
ment feared invasion. With the aid of the United States
Office of Strategic Services, the forerunner of the Central
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First of October Anti-fascist Resistance Group

Intelligence Agency (CIA), members of Finland's intelli-
gence community were smuggled into neighboring Swe-
den. The operation was known as Stella Polaris. There,
agents sold the United States information on both Nazi
Germany and the Soviet Union. However, Finnish intelli-
gence also sold the same information to several other
nations.

During the Cold War, Finland again was a key espio-
nage and intelligence outpost. Both American and Soviet
agents operated in Finland. Finland did not join the North
Atlantic Treaty Organization (NATO), but provided west-
ern European and United States intelligence forces with
crucial information on Soviet operations. As well, many
Soviet defectors were smuggled through Finland.

Today, Finland maintains a few strategic intelligence
services. Finnish intelligence’s specialty is electronic and
remote intelligence systems. As Finland is a member of
the European Union (EU), its intelligence community is
aiding the development of EU military intelligence.

In Finland, all intelligence services operate under the
direction of the ministry of defense or the ministry of
the interior. The national intelligence community makes
the traditional distinction between internal and external
intelligence, and divides its military and civilian agencies
accordingly. Finnish military intelligence service is the
General Staff Intelligence Division (PT). The agency is
responsible for boarder control and foreign intelligence
surveillance. Signals intelligence is gathered and proc-
essed at the agency’s Communications Expertise Facil-
ity (VKL).

Thecivilian intelligence service, charged with domes-
tic intelligence and internal security, is the Security Police
(SUPO). The agency maintains extensive counter-espio-
nage and counterintelligence units and aids development
of security structures within the other national intelligence
organizations. The agency maintains three operational
divisions, the Unit of Development and Supportive activi-
ties, the Security Unit, and the Counter-espionage Unit.

In 2001, Finnish intelligence services began a two-
year project to upgrade their existing electronic and re-
mote surveillance equipment. Within the international
community, Finnish intelligence pledged the use of this
equipment to aid in global anti-terrorism efforts.

First of October Anti-fascist
Resistance Group (GRAPO)

The First of October Anti-fascist Resistance Group (GRAPO,
or Grupo de Resistencia Anti-Fascista Primero de Octubre)
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was formed in 1975 as the armed wing of the illegal
Communist Party of Spain during the Franco era. Advocat-
ing the overthrow of the Spanish Government and re-
placement with a Marxist-Leninist regime, GRAPO is ve-
hemently anti-U.S., calls for the removal of all U.S. military
forces from Spanish territory, and has conducted and
attempted several attacks against U.S. targets since 1977.
The group issued a communiqué following the 11 Sep-
tember attacks in the United States, expressing its satis-
faction that “symbols of imperialist power” were deci-
mated and affirming that “the war” has only just begun.
GRAPO has killed more than 90 persons and injured more
than 200. The group’s operations traditionally have been
designed to cause material damage and gain publicity
rather than inflict casualties, but the terrorists have con-
ducted lethal bombings and close-range assassinations.
In May, 2000, the group killed two security guards during a
botched armed robbery attempt of an armored truck car-
rying an estimated $2 million, and in November, 2000,
members assassinated a Spanish policeman in a possible
reprisal for the arrest that month of several GRAPO lead-
ers in France. The group also has bombed business and
official sites of the Madrid headquarters of the ruling
Popular Party, including the Barcelona office of the na-
tional daily El Mundo in October 2000, when two police
officers were injured.

Operating in Spain, GRAPQO’s exact strength is un-
known, but likely has fewer than a dozen dedciated activ-
ists. Spanish and French officials have made periodic
large-scale arrests of GRAPO members, crippling the or-
ganization and forcing it into lengthy rebuilding peri-
ods. The French and Spanish arrested several key lead-
ersin 2001.
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FISH

FISH (German Geheimschreiber
Cipher Machine)

1 ADRIENNE WILMOTH LERNER

As late as the World War | era, cryptology depended on
highly trained people at both ends of a communication to
cipher and decipher a message. Codes were often kept in
books that were vulnerable to enemy capture. The captur-
ing of German code books by British military intelligence
in World War | gave the Allies a significant tactical advan-
tage. Soon after the war, technological advances in com-
munication were applied to the sending and receiving of
complexly coded text. Skilled cipherers and and codebooks
were replaced by cipher machines. Modern cryptogra-
phers, therefore, not only had to break enemy codes, but
also determine how foreign cipher machines operated
and generated codes. Cipher machines produced more
mathematically intricate and random codes that were
difficult to break. Because many cipher machine codes
were dependent upon both the sender and the receiver
machines, the caputre of coded teleprinters did not dictate
that a code could be broken.

In the 1930s, the German government comissioned
the Seimans Company to create a cipher machine
teleprinter that could produce, send, and receive plain
and coded text. The idea behind the teleprinter was to
randomize codes to make them more difficult to break,
and to increase code information security. Seimans de-
velopedtheir first cipher teleprinter, the Geheimschreiber,
with two encription features, overlaying of code and trans-
position of pulses. Long pre-dating digital technology,
both the basic encription functions and the receipt of
transpositioned pulses depended on mechanical circuts,
namely various code wheels for text and charged
capacators and their corresponding relays for the pulse.
The machine’s ten code wheels had periods correspond-
ing with prime numbers between 47 and 73. Thus, the
wheels combined to form 893,622,318,929,520,960 per-
mutations, or steps. Eight basic patterns with over two
billion variations were possible in regards to pulse trans-
position. These combined encryption mechanisms led the
German government to assume that the Geheimschreiber
was nearly random and unbreakable; however, the mathe-
matical patterns used by the machines proved to be more
systematic than they perceived.

Teleprinters utilized the 32-character Baudot code.
The code output consisted of five channels, represented
as holes or no holes in varying orders, to produce each
character. The German cipher machines relied on the
Vernam cipher system, a mathematical code based on
the principle of binary addition. That is, two coded char-
acters were added together to produce the ciphered text.
Code breakers knew of both the Baudot code and Vernam
system, but the obscuring factors of the German
Geheimschreiber made deciphering the code difficult.

The German cipher machines were supposed to
change starting positions with every message, notifying
the receiving end of a given transmission in plain text of
the starting steps on the code wheels. Thus, the obscuring
sequence of each code was supposedly unique. Code
breakers in Sweden worked to break the Geheimschreiber
code mathematically, and did so with measurable success
in 1942. However, the work was tedious and by the time
they had produced several decoding machines, the high-
est levels of the German command had begun to use the
newer Lorenz cipher machine. Swedish cryptologists were
unable to decipher any wire traffic after February, 1944.

British intelligence cryptologists at Bletchley Park
thought the best hope of readily deciphering German
teleprinters was to intercept a depth, or two messages that
utilized the same starting position. While codebreakers
had some success mathmatically decoding Fish ciphered
German transmissions, on August 30, 1941, British intelli-
gence intercepted a 4,000-character-long depth. The Lor-
enz code was broken soon afterward by John Tiltman and
Bill Tutte. Working out long code sequences by hand, the
two uncovered the logical structure of the German cipher.
With this knowledge, several “Tunny,” now the code
name for Lorenz transmissions, machines were constructed
to facilitate decoding of intercepts. However, the start
position settings of each message still had to be discov-
ered by hand.

In 1943, British mathematician Max Newman and
British engineer Tommy Flowers designed and built Colos-
sus, a machine that not only simplified the process of
deciphering German teleprinter intercepts, but that could
be used with Geheimschreiber, Lorenz, and radio trans-
missions. Colossus’ greatest contribution to codebreaking
however was its ability to electronically decode the start
position of each ciphered intercept, eliminating the need
for painstaking hand calculations. The system was instru-
mental in the planning and execution of the allied D-Day
invasion.
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Fission

Nuclear fission is a process in which the nucleus of an
atom splits, usually into two daughter nuclei, with the
transformation of tremendous levels of nuclear energy
into heat and light.

The fission reaction was discovered when a target of
uranium was bombarded by neutrons. Fission fragments
were shown to fly apart with a large release of energy. The
fission reaction was the basis of the atomic bomb first
developed by the United States during World War Il. After
the war, controlled energy release from fission was ap-
plied to the development of nuclear reactors. Reactors are
utilized for production of electricity at nuclear power plants,
for propulsion of ships and submarines, and for the crea-
tion of radioactive isotopes used in medicine and industry.

Long before the internal construction of the atom was
well understood in terms of protons, neutrons, electrons,
nuclear transformations that resulted in observable radio-
activity were observed as early as 1896 by Henri French
physicist Henri Becquerel (1852-1908). The fission reac-
tion was first articualted by two German scientists, Otto
Hahn (1879-1968) and Fritz Strassmann (1902-1980). In
1938, Hahn and Strassmann conducted a series of experi-
ments in which they used neutrons to bombard various
elements. Bombardment of copper, for example, pro-
duced a radioactive form of copper. Other elements be-
came radioactive in the same way. When uranium was
bombarded with neutrons, however, an entirely different
reaction occurred. The uranium nucleus apparently un-
derwent a major disruption. Accordingly, the initial evi-
dence for the fission process came from chemical analy-
sis. Hahn and Strassmann published a scientific paper
showing that small amounts of barium (element 56) were
produced when uranium (element 92) was bombarded
with neutrons. Hahn and Strassmann questioned how a
single neutron could transform element 92 into element 56.

Lise Meitner (1878-1968), a long-time colleague of
Hahn who had left Germany due to Nazi persecution,
suggested a helpful model for such a reaction. One can
visualize the uranium nucleus to be like a liquid drop
containing protons and neutrons. When an extra neutron
enters, the drop begins to vibrate. If the vibration is violent
enough, the drop can break into two pieces. Meitner
named this process “fission” because it is similar to the
process of cell division in biology. Moreover, it takes only
a relatively small amount of energy to initiate nuclear
instability.

Scientists in the United States and elsewhere quickly
confirmed the idea of uranium fission, using other experi-
mental procedures. For example, a cloud chamber is a
device in which vapor trails of moving nuclear particles
can be seen and photographed. In one experiment, a thin
sheet of uranium was placed inside a cloud chamber.
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When it was irradiated by neutrons, photographs showed
a pair of tracks going in opposite directions from a com-
mon starting point in the uranium. Clearly, a nucleus had
been photographed in the act of fission.

Another experimental procedure used a Geiger coun-
ter, which is a small, cylindrical tube that produces electri-
cal pulses when a radioactive particle passes through it.
For this experiment, the inside of a modified Geiger tube
was lined with a thin layer of uranium. When a neutron
source was brought near it, large voltage pulses were
observed, much larger than from ordinary radioactivity.
When the neutron source was taken away, the large pulses
stopped. A Geiger tube without the uranium lining did not
generate large pulses. Evidently, the large pulses were
due to uranium fission fragments. The size of the pulses
showed that the fragments had a very large amount
of energy.

To understand the high energy released in uranium
fission, scientists made some theoretical calculations based
on German-American physicist Albert Einstein's
(1879-1955) famous equation E=mc?. The Einstein equa-
tion states that mass m can be converted into energy E
(and, conversely that energy can create mass). The con-
version factor becomes c, the velocity of light squared.
One can calculate that the total mass of the fission prod-
ucts remaining at the end of the reaction is slightly less
than the mass of the uranium atom plus the neutron at the
start. This decrease of mass, multiplied by ¢, shows nu-
merically why the fission fragments are so energetic.

Through fission, neutrons of low energy can trigger a
very large energy release. With the imminent threat of war
in 1939, a number of scientists began to consider the
possibility that a new and very powerful “atomic bomb”
could be built from uranium. Also, they speculated that
uranium perhaps could be harnessed to replace coal or oil
as a fuel for industrial power plants.

Nuclear reactions in general are much more powerful
than chemical reactions. A chemical change such as burn-
ing coal or even exploding TNT affects only the outer
electrons of an atom. A nuclear process, on the other
hand, causes changes among the protons and neutrons
inside the nucleus. The energy of attraction between pro-
tons and neutrons is about a million times greater than the
chemical binding energy between atoms. Therefore, a
single fission bomb, using nuclear energy, might destroy
a whole city. Alternatively, nuclear electric power plants
theoretically could run for a whole year on just a few
tons of fuel.

In order to release a substantial amount of energy,
many millions of uranium nuclei must split apart. The
fission process itself provides a mechanism for creating a
so-called chain reaction. In addition to the two main frag-
ments, each fission event produces two or three extra
neutrons. Some of these can enter nearby uranium nuclei
and cause them in turn to fission, releasing more neu-
trons, which causes more fission, and so forth. In a bomb
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explosion, neutrons have to increase very rapidly, in a
fraction of a second. In a controlled reactor, however, the
neutron population has to be kept in a steady state. Excess
neutrons must be removed by some type of absorber
material (e.g., neutron absorbing control rods).

In 1942, the first nuclear reactor with a self-sustaining
chain reaction was built in the United States. The principal
designer was Enrico Fermi (1901-1954), an Italian physi-
cist and the 1938 Nobel Prize winner in physics. Fermi
emigrated to the United States to escape Benito Mussolini’s
fascism. Fermi’s reactor design had three main compo-
nents: lumps of uranium (the fuel), blocks of carbon (the
moderator, which slows down the neutrons), and control
rods made of cadmium (an excellent neutron absorber).
Fermi and other scientists constructed the first nuclear
reactor pile at the University of Chicago. When the pile of
uranium and carbon blocks was about 10 ft (3 m) high and
the cadmium control rods were pulled out far enough,
Geiger counters showed that a steady-state chain reaction
had been successfully accomplished. The power output
was only about 200 watts, but it was enough to verify the
basic principle of reactor operation. The power level of the
chain reaction could be varied by moving the control rods
in or out.

General Leslie R. Groves was put in charge of the
project to convert the chain reaction experiment into a
usable military weapon. Three major laboratories were
built under wartime conditions of urgency and secrecy.
Oak Ridge, Tennessee, became the site for purifying and
separating uranium into bomb-grade material. At Hanford,
Washington, four large reactors were built to produce
another possible bomb material, plutonium. At Los Alamos,
New Mexico, the actual work of bomb design was started
in 1943 under the leadership of the physicist J. Robert
Oppenheimer (1904-1967).

The fissionable uranium isotope, uranium-235, con-
stitutes only about 1% of natural uranium, while the non-
fissionable neutron absorber, uranium-238, makes up the
other 99%. To produce bomb-grade, fissionable uranium-
235, it was necessary to build a large isotope separation
facility. Since the plant would require much electricity, the
site was chosen to be in the region of the Tennessee Valley
Authority (TVA). The technology of large-scale isotope
separation involved solving many difficult, unprecedented
problems. By early 1945, the Oak Ridge Laboratory was
able to produce kilogram amounts of uranium-235 puri-
fied to better than 95%.

An alternate possible fuel for a fission bomb is pluto-
nium-239. Plutonium does not exist in nature but results
from radioactive decay of uranium-239. Fermi’s chain
reaction experiment had shown that uranium-239 could
be made in a reactor. However, to produce several hun-
dred kilograms of plutonium required a large increase
from the power level of Fermi’s original experiment. Plu-
tonium production reactors were constructed at Hanford,
Washington, located near the Columbia River to provide
needed cooling water. A difficult technical problem was

Fission

how to separate plutonium from the highly radioactive
fuel rods after irradiation. This was accomplished by means
of remote handling apparatus that was manipulated by
technicians working behind thick protective glass windows.

With uranium-235 separation started at Oak Ridge
and plutonium-239 production under way at Hanford, a
third laboratory was set up at Los Alamos, New Mexico, to
work on bomb design. In order to create an explosion,
many nuclei would have to fission almost simultaneously.
The key concept was to bring together several pieces of
fissionable material into a so-called critical mass. In one
design, two pieces of uranium-235 were shot toward each
other from opposite ends of a cylindrical tube. A sec-
ond design used a spherical shell of plutonium-239, to
be detonated by an “implosion” toward the center of
the sphere.

The first atomic bomb was tested at an isolated desert
location in New Mexico on July 16, 1945. President Truman
then issued an ultimatum to Japan that a powerful new
weapon could soon be used against them. On August 8, a
single U.S. atomic bomb destroyed the city of Hiroshima
with over 80,000 casualties. On August 11, asecond bomb
was dropped on Nagasaki with a similar result. Japan
surrendered three days later to end WWII.

The possibility of a terrorist group or a dictator hos-
tile to Western democracies obtaining nuclear weapons
is a continuing threat to world peace. In late 2001, in
the aftermath of the terrorist attacks on the World Trade
Center in New York, intelligence agencies released evi-
dence of terrorist attempts to acquire weapons grade
uranium and the other technology related to bomb
production.

The first nuclear reactor designed for producing elec-
tricity was put into operation in 1957 at Shippingsport,
Pennsylvania. From 1960 to 1990, more than 100 nuclear
power plants were built in the United States. These plants
now generate about 20% of the nation’s electric power.
World-wide, there are over 400 nuclear power stations.

The most common reactor type is the pressurized
water reactor (abbreviated PWR). The system operates
like a coal-burning power plant, except that the firebox of
the coal plant is replaced by a reactor. Nuclear energy
from uranium is released in the two fission fragments. The
fuel rod becomes very hot because of the cumulative
energy of fissioning nuclei. A typical reactor core contains
hundreds of these fuel rods. Water is circulated through
the core to remove the heat. The hot water is prevented
from boiling by keeping the system under pressure (i.e.,
creating superheated steam).

The pressurized hot water goes to a heat exchanger
where steam is produced. The steam then goes to a
turbine, which has a series of fan blades that rotate rapidly
when hit by the steam. The turbine is connected to the
rotor of an electric generator. Its output goes to cross-
country transmission lines that supply the electrical users
in the region. The steam that made the turbine rotate is
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Flame Analysis

condensed back into water and is recycled to the heat
exchanger.

Safety features at a nuclear power plantinclude auto-
matic shutdown of the fission process by insertion of
control rods, emergency water-cooling for the core in case
of pipeline breakage, and a concrete containment shell. It
is impossible for a reactor to have a nuclear explosion
because the fuel enrichment in a reactor is intentionally
limited to about 3% uranium-235, while almost 100% pure
uranium-235 is required for a bomb. Regardless, nuclear
power plants remain potential targets for terrorists who
would seek to cause massive and lethal release of radioac-
tivity by compromising the containment shell.

The fuel in the reactor core consists of several tons of
uranium. As the reactor is operated, the uranium content
gradually decreases because of fission, and the radioac-
tive waste products (the fission fragments) build up. After
about a year of operation, the reactor must be shut down
forrefueling. The old fuel rods are pulled out and replaced.
These fuel rods, which are very radioactive, are stored
under water at the power plant site. After five to ten years,
much of their radioactivity has decayed. Only those mate-
rials with a long radioactive lifetime remain, and eventu-
ally they must be stored in a suitable underground
depository.

There are vehement arguments for and against nu-
clear power. As with other forms of electricity production,
nuclear power generation can have serious and unin-
tended environmental impacts. The main objections to
nuclear power plants are the fear of possible accidents,
the unresolved problem of nuclear waste storage, and the
possibility of plutonium diversion for weapons production
by a terrorist group. The issue of waste storage becomes
particularly emotional because leakage from a waste de-
pository could contaminate ground water. Opponents of
nuclear power often cite accidents at the Three Mile Island
nuclear poser plant in United States and the massive leak
at the Chernobyl nuclear plant in the USSR (now the
Ukraine) as evidence that engineering or technical failures
can have long lasting and devastating environmental and
public health consequences

The main advantage of nuclear power plants is that
they do not cause atmospheric pollution. No smokestacks
are needed because nothing is being burned. France initi-
ated a large-scale nuclear program after the Arab oil
embargo in 1973 and has been able to reduce its acid rain
and carbon dioxide emissions by more than 40%. Nuclear
power plants do not contribute to potential global warm-
ing. Shipments of fuel are minimal and so the hazards of
coal transportation and oil spills are avoided.
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Flame tests are useful means of determining the composi-
tion of substances. The colors produced by the flame test
are compared to known standards. And the presence of
certain elements in the sample can be confirmed. The
color of the flame and its spectrum (component colors) is
unique for each element.

Flame analysis or atomic emission spectroscopy (AES)
is based on the physical and chemical principle that atoms—
after being heated by flame—return to their normal en-
ergy state by giving off the excess energy in the form of
light. The frequencies of the light given off are characteris-
tic for each element.

Flame analysis is a qualitative test and not a quantita-
tive test. A qualitative chemical analysis is designed to
identify the components of a substance or mixture. Quan-
titative tests measure the amounts or proportions of the
components in a reaction or substance.

The unknown to be subjected to flame analysis is
either sprayed into the flame or placed on a thin wire that
is then put into the flame. Volatile elements (chlorides)
produce intense colors. The yellow color of sodium, for
example, can be so intense that it overwhelms other
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colors. To prevent this the wire to be coated with the
unknown sample is usually dipped in hydrochloric acid
and subjected to flame to remove the volatile impurities
and sodium.

The flame test does not work on all elements. Those
that produce a measurable spectrum when subjected to
flame include, but are not limited to, lithium, sodium,
potassium, rubidium, cesium, magnesium, calcium, stron-
tium, barium, zinc, and cadmium. Other elements may
need hotter flames to produce measurable spectra.

Special techniques are required to properly interpret
the results of flame analysis. The colors produced by a
potassium flame (pale violet) can usually be observed
only with the assistance of glass that can filter out interfer-
ing colors. Some colors are similar enough that line spec-
trum must be examined to make a complete and accurate
identification of the unknown substance, or the presence
of an identifiable substance in the unknown.

Flame analysis can also be used to determine the
presence of metal elements in water by measuring the
spectrum produced by the metals exposed to flame. The
water is vaporized and then the emissions of the vaporized
metals can be analyzed.
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1 KELLI A. MILLER

In the earliest days of air transportation, plane crashes
yielded few clues for safety investigators. Investigators

Flight Data Recorders

The charred casing of the flight data recorder recovered from the crash
of American Airlines flight 587 is displayed at the National Transportation
Safety Board in 2001, along with a normal, undamaged flight recorder (at
rear). AP/WIDE WORLD PHOTOS.

would struggle to figure out what happened immediately
preceding the accident but often fail to come to any
definite conclusions regarding the cause of the crash. In
June 1960, a Fokker F27 plane crashed while landing in
Queensland, Australia, killing 29 people. Despite intensive
investigations, the underlying cause for the accident was
never determined. The mystery prompted the Australia
board of inquiry to recommend that all airplanes be fitted
with a flight data recorder (FDR) that would detail the flight
crew’s conversation.

Efforts to make the FDR a mandatory part of civil
aircraft date back to the early 1940s. The idea, however,
was wrought with one enormous technological challenge.
Design specifications required that the unit survive the
forces of an aircraft crash, as well as any resulting fire
exposure.

In 1953, at atime when flight engineers were attempt-
ing to understand why a number of airliners had inexplic-
ably crashed, Australian aviation scientist David Warren
of the Aeronautical Research Laboratories in Melbourne
invented a fully automatic “Flight Memory Unit.” His
prototype could record cockpit noise and instrument read-
ings and remain in tact following a crash or fire. Much to
Warren’s surprise, Australian aviation experts and pilots
originally rejected the idea, on the premise of privacy
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issues. Warren took the concept to the United Kingdom,
where it was well received by aviation officials. By 1957,
the FDR was in production. Australia was among the first
countries to require the device on commercial aircraft.

The phrase “black box,” however, is a misnomer.
Flight data recorders are actually painted a bright red or
orange for easier location after a crash. The FDR is en-
cased in heavy steel and surrounded by multiple layers of
insulation to provide protection against a crash, fire, and
extreme climatic conditions. The device records actual
flight conditions, including altitude, airspeed, heading,
vertical acceleration and aircraft pitch. A second device,
the cockpit voice recorder (CVR), keeps tabs on cockpit
conversations and engine noise. Both are installed in the
rear of the aircraft.

In the 1970s, FDR technology was combined with a
flight-data acquisition unit (FDAU), located at the front of
the aircraft. The unit acts as the relay for the entire data-
recording process. Sensors run from various areas on the
plane to the FDAU, which in turn sends the information
to the F