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Legal Disclaimer

The information provided in this eBook is to be used for educational purposes only. The author
holds no responsibility for any misuse of the information provided. This book is totally meant
for providing information on "Footprinting”,

About the Author

Raj Chandel started his career at a very young age of 18 since then he has performed the roles of
experienced Ethical Hacker, Cyber Security Expert, and Penetration Tester. He has also served IT
industry by taking care of Network Security, System Security, and SEM with a firsthand experience of

3 years in Web Development, Ethical Hacking and Internet marketing.

Contact me: raj@hackingarticles.in

www. hackingarticles.in

www.hackingtutorial.net
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Footprinting

Footprinting is the technique of gathering information about computer systems and the
entities they belong to. This is done by employing various computer security techniques, as:

DNS queries

Network enumeration
Network queries

Operating system identification
Organizational queries

Ping sweeps

Point of contact queries

Port Scanning

Registrar queries (WHOIS queries)
SNMP queries

World Wide Web spidering

Footprinting Methodology

Collect Network Information Domain Name

Internal Domain Name

Network Blocks

IP Address of the reachable system
Rogue Website/Private Website
TCP and UDP Services Running

Networking Protocol

VPN Points

ACLs

IDSes Running
Analog/Digital Tel. Numbers
Authentication mechanisms

Collect System Information Users and Groups names

System Banners
Routing Banners
SNMP Information

System architecture
Remote System Type
System Names
Passwords

Collect Organization’s Employee Details
Information Organization’s Website

Company Directory

Addresses and Phone
Numbers

Background on the
organization

News articles/Press releases
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Tools of Extract Data (Extract Information from Web Page)

Web Data Extractor: web Data Extractor, a powerful and easy-to-use application which

helps you automatically extract specific information from web pages.

File View Help

P g E ‘ 2 o
New 5

Starl Stop

Edit Open

Jobs 5 /5 Cur. speed VU.VUVUVKprs
" Avg. speed  1.53kbps

Site processed: 0/ 1. Time: 32,00 sec URL processed 7
l Traffic received 744.7 Kb

URL Size State
http: //hackingarticles.in/?category_name=dll-file-hacking 50.3KB Ewxtracting URLs
http://hackingarticles.in/ ?category_name=you-tube-hacking-you-tube-tips-and-trick syou-tube-hacks Unknown Connected.
http://hackingarticles.in/ ?feed=comments-rss2 Unknown Connected.
http://hackingarticles.in/ ?feed=rss2 Unknown Connected.
http://hackingarticles.in/ ?feed=rss2&cat=10 Unknown Connected.

l http://hackingarticles.in/ ?feed=rss2&cat=11 Unknown Connected.

www.webextractor.com
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Spider Foot: Spider Foot is a free, open-source, domain footprinting tool. Given one or
multiple domain names (and when | say domains, I'm referring to the DNS kind, not Windows
domains), it will scrape the websites on that domain, as well as search Google, Netcraft, Whois
and DNS to build up information like:

e Sub domains

o Affiliates
e Web server versions
e Users

e Similar domains
e Email addresses
e Net blocks

Control |  Resuts Corfic | logs | Abot |
Domain Names Discovery Methods
| Add | [V Google Web [V Website Scraping
www hackingarticles.in Del I [ NEEEEE
[V Google News IV Whois
1] [ ]
v DNS V' Neteraft
[ \
Total Progress
Jozd from file l
Page fetch results
Method | uRL [ Resut [~
Google News http://groups-beta.google com/groups ?q=www hackingarticles.in OK
Google News http://groups-beta.google com/groups ?q=www hackingarticles.in... 0K =
Google News http://groups-beta.google .com/groups ?q=www hackingarticles.in&... 0K L
Google News http://groups-beta.google com/groups ?q=www hackingarticles.in&... OK
Google News http://groups-beta.google .com/groups ?q=www hackingarticles.in&... 0K
Google News http://groups-beta.google .com/groups ?q=www hackingarticles.in&... OK
Google News http://groups-beta.google .com/groups ?q=www hackingarticles.in&... 0K
Google News http://groups-beta.google .com/groups ?q=www hackingarticles.in&... OK b
—
www.binarypool.com
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Robtex: RobTex is a software developer which was founded in 1989 developing all kinds of

software. In recent years main focus has been on Internet related software. Currently the most
popular has been free tools like rbls.org and network explorer.

Swiss Army Knife Internet Tool

In the searchbox above vou can search for:

DNS checks detailed dns information for a hostname

[P-number checks ip number information such as dns reverse and forwards
C-net checks an entire c-network

whois lookup checks whois information for a domain

route checks a specific routed prefix

AS numbers checks information on an AS-number

BGP announcements checks prefixes origined from a specific AS-number
AS macros checks who belongs to an AS-macro

RFC documents Request For Comments

DMOZ

add engine to browser
robtex bookmarklet (drag this to vour bookmark bar)

Add to iGoogle
Add to google search results

robtex blog www, hackingtutorial.net

www.robtex.com
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People Search Online Services

Pipl People Find

pipl

The most comprehensive people search on the web

Name Email Username Phone BETA Business
Raj |Chandel ||Delhi N
First Name Last Name City State Country

www.pipl.com

Yahoo People Search

YAHOO!, PEOPLE SEARCH

U.S. Phone & Address Reverse Phone# Email Search

First Name/lInitial: [Last Name: (required) ] ’Phone,ﬂgrmben ‘ ’First Name/lnitial: B
y Ex: 408-555-1212
City/Town: ‘ [State: . Last Name: (rfeguirfed)_‘
L | | | :
Search

People.yahoo.com
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Profile Search by Email

Lullas

com

Profile Search by Email {ex. name@hotmail.com), First Last Name or Username

[ Lullar Com Search ]

www.lullar.com

People Lookup

People Lookup

Search By: First Name Ml Last Name
D | |
| Phone » State

Public Records “ All States E" m

Address 4

Advanced 3 Already have a ne number? Fi

www.peoplelookup.com
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123 People Search

123 pepple

Firstname Lastname

city or zip United States ~

..or try a random search 24

www.123peoplesearch.com

Public People Finder

"EO0DIE riNger | FUDIIC RECOrgs | BaoKQIouna LNEecx | | EIEpnone searcn
Criminal Check | Contact us | About | Feedback | All products | Site Map ‘

Public People Finder

www.PublicPeopleFinder.com
Date: August 18, 2011

You are at: Home / People Finder /

www hackingtutorial.net
[ Find People | Public Records | Telephone | Criminal | Background Check |Links We Like |

People Finder - Enter the person’s name:

www.publicpeoplefinder.com
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Footprinting through Search Engine

Google

GO Ugle rajchandel

About 616,000 results (0.19 seconds)

Q, Everything Showing results for raj chandel Search instead for rajchandel.
& Images Raj Chandel - Google Profile #f
J— https://plus.google.com/117610625427215719019
s Videos 2 : z e
Hacking. Networking, SEM,SEO Website Designing
Bl News "Ethical Hacker"
* " Raj Chandel started his career at a very young age of 18 since then he ...
More Hacking Blog - Facebook - You Tube
in_linkedin.com/pub/raj-chandel/18/786/389
Noida Area, India - SEO at Packet Shaper Tachnolgy
New Okhla View raj chandel's (India) professional profile on Linkedin. Linkedin is the ...
Indunetrial
www.google.com
Yahoo

Advanced search

YA_HOO.’® Web Images News Local More~

INDIA ’ raj chandel

Search: @ the Web © pages from India

@ SafeSearch - On

Raj Chandel | Facebook w4

24,000 resutts for Raj Chandel is on Facebook. Join Facebook to connect with Raj Chandel and others

raj chandel: you may know. Facebook gives people the power to share and makes the world more open
and ...

(% ShowAll www.facebook.com/people/Raj-Chandel/100000287487742 - Cached

[@ Linkedin Raj Chandel | LinkedIn 4§ < ,
Raj Chandel. Ethical Hacker Locatior .. w Delhi Area, India Industry Computer Software
www.linkedin.com/pub/raj-chandel/ a81 - Cached

Facebook linkedi /publraj-chandel/17/767/a81 - C

f Flipkartcom

Raj Chandel | Linkedin g}

Raj Chandel. IT Operation and Sevice Desk at Fujitsu Location Sydney Area, Australia
Industry Information Technology and Semvices
www._linkedin.com/pub/raj-chandel/8/5b7/324 - Cached

www.yahoo.com

l Search Options ~

Shaadi.com - Raj Matrimony
1000S of Profiles with Photos.
Register, Search & Contact now.
www.shaadi.com

Latest N-e-W-S

From Anna to Congress. From Dhoni
to Sensex. Catch all that's in News.
www.india.com

See your message here...
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Bing
- Bets X
b" Ig +raj chandel E
Web Web Morev
4 NARROW BY REGION ALL RESULTS 1-10 of 23,600 results - Advanced - Safe Search Strict
Only from India : ; A
Shaadi.com - Raj Matrimony - www.shaadi.com s
10008 of Profiles with Photos. Register, Search & Contact now.
What's Breaking Today? - www.india.com
Catch up with the latest news of Politics, Cric, Cars, B-town, more!
Raj Chandel | Facebook il
Raj Chandel is on Facebook. Join Facebook to connect with Raj Chandel and others you may
know. Facebook gives people the power to share and makes the world more open and connected.
| www.facebook.com/people/Raj-Chandel/100000287487742
» Raj Chandel | Linkedin wl
Ethical Hacking.Networking. SEO.SEM, Website... - Computer Software - 35 connections
Raj Chandel. Ethical Hacker Location New Delhi Area, India Industry Computer Software
www_linkedin.com/pub/raj-chandel/17/787/a81
www.bing.com
-\
68/4’
(S
www.ask.com
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People Search on Social Networking Sites

Orkut

orkut

Sign in with your
Google Account

Just like real life Email: ||

Share with all or separated groups of fiends, controlling who sees what. ex pat@example.com
Connect with your best friend, your boss and your grandma with confidence. e

Password: \
‘ ‘ Get the conversation started [] stay signed in
Chat, comment and talk with each group of your friends for a conversation you control.
Have fun!
Easily share photos, videos and news. Join communities to discuss topics of your interest. Can't access vour account?

Don't have a Google Account?

Create an account » ‘

www.orkut.com

Facebook

Password

facebook

Facebook helps you connect and share with Sign Up
the people in your life. It's free and always wil be.

: g 2} First Name: ’ ‘

& 'g' i ,_(L Last Name: ‘ ‘
|

|

|

1 :
& Your Email: ‘
‘& & Re-enter Email:
X p & L

New Password: ‘

ITam: Select Sex: El

Birthday: = Month: E] Day: E] Year: [z]
Why do I need to provide my birthday?

www.hackingtutorial.net | sonup |

www.facebook.com
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Twitter

Ewittery [ TN T3

Remember me Forgot it?

F O I | OW yO u r I nte re StS New to Twitter? Join today!

Full name

Instant updates from your friends, industry experts, favorite _

celebrities, and what’s happening around the world. Email

Passwaord

Search Twitter Q

www.twitter.com

LinkedIn

Linked {i].
Home What s Linkedin? Join Today Emal:| | Password:| |

Over 120 million professionals use Linkedin to Join LinkedIn Today

exchange information, ideas and opportunities

First Name: [ |
ﬁ‘}x Stay informed about your contacts and industry Last Name: l ‘
Email: | \

?JE Find the people & knowledge you need to achieve your goals 1

@ Control your professional identity online Password: I ‘

6 or more characters

=

Already on Linkedin? Sign in.

‘www.hackingtutorial.net

www.linkedin.com

Copyright www.hackingtutorial.net



http://www.twitter.com/
http://www.linkedin.com/

Footprinting - RAJ CHANDEL 2011

MySpace

CHECK oUT

EVERYONE'S
w WATCHING
THE XX

View Profile Here

‘ Sign up free ‘

Already a member? Login

OR

our profile
+

www.myspace.com
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Gather Information from Financial Services

Google Finance

\ Get quotes ‘

Google finance

News
Portfolios

Market summary

HP to 'Reinvent' Company With Return to Roots
Bloomberg - 1 hour ago

Stock screener )
a display of Hewlett-Packard Co. TouchPads in a Best Buy store in

Google Domestic East Palo Alto. California, US, on Thursday, Aug. 18, 2011

Trends HP's strategic shift away from TouchPad: PCs. too? San Francisco
Chronicle
R In nod to IBM. HP overhaul minimizes consumers  Sioux City Journal
ecent quotes :
You have ro recent CNET Tapscape Related articles »
quotes

http://www.google.com/finance

Yahoo Finance

By Dina Bass - Fri Aug 19 04:01:00 GMT 2011 A shopper walks past

f0am 11 12 1 2 3 dpm

-— Dow Jones 10,990.58 -419.63 (-3.68%)
— S&P 500 1,140.65 -53.24 (-4.46%)
— Nasda 2,380.43 -131.05 (-5.22%)

YAHOO!, FINANCE [assarn

Search Web ‘

HOME

y INVE§TING i l NElNS v ‘ PERSONAL_ FINANCE ‘ ‘ MY PORTFOLIOS EXCLUVSIVES }

Finance Search

Fri, Aug 19, 2011, 2:24AM EDT - U.S. Markets open in 7 hrs 6 mins

Find the latest currency exchange rates on Y! Finance!

MARKET SUMMARY

us EUROPE ASIA
Dow

10,990.58 -419.63 -3.68%

TOP STORIES

In nod to IBM, HP overhaul
minimizes consumers - :»

11,600 Hewlett-Packard Co. is surrendering in smartphones and tablet
11,400 computers and has put its personal computer division up for

4200 sale, as new CEO Leo Apotheker tries to transform the Silicon
W\«\/‘ 11,000 : : ; A
™Y » Reports: Bank of America to ax 10,000 or more jobs - AP

Valley stalwart into a twin of East Coast archrival IBM Corp.
10,800 - Asian stocks sink on fresh fears of US recession - AP

bpow

108 12pm 2pm 4B « Oil near $81 as traders eye slowing global economy - AP
= « Striking Verizon workers protest at CEO's NJ home - AP
Nasdaq 2,38043 -131.05 -5.22% + Palm largely dead as HP shuts phone, tablet unit - AP
S&P 500 1,140.65 0.00 0.00% . Hpto pay 5108 for Autonomy as it exits mobile - AP
10 Yr Bond(%) 2.0830% 0.0000 + Liberty drops Barnes & Noble bid, to invest $204M - AP
Qil 80.57 181 -2.20% + European bank stocks hurt by borrowing crunch - AP
Gold 1,844.90 +26.00 +1.43% * Is the Fed to blame for low consumer sentiment? - CNBC

» View more indices » View more top stories

» View more bonds
Thu 4:30pm ET - 8riefing.com
The major market averages dropped

Custemize summary

FOCUS ON LIFELONG INVESTING brought to you by Fideity

EO0SEEE shedding Light on the State of

http://in.finance.yahoo.com

w Karan P IFOREX"
My initial investment had risen to nearly
$1218 in just 3 months!

(Traded between Dec 13th — Mar 10th)

+ Freida K
| wish | had discovered the currency market
years ago
Y 2 people e
Naresh M

I'm checking the news, looking for a story
on my next rade

o 5 peogie ot

Click Here to Find Out How People from All
Over the World are Benefiting from the Market!

VIDEOS

\ What are the Factors
P Causing the Market
gl Volatility, Selloff?

v
© Pialfvideo
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Monitoring Target using Alert

Giga Alert: The web's leading solution for monitoring your professional interests online.
Track the entire web for your topics and receive new results by daily email.

G lgaAler‘t Generate Leads. Monitor Competitors. Safeguard Your Reputation.

Track your interests on the Web.
SignUp » Login»

The web's leading solution for monitoring your
professional interests online. Track the entire web
for your topics and receive new results by daily email.

www.hackingtutorial.net

www.gigaalert.com

Google Alert: Google Alerts are email updates of the latest relevant Google results (web,
news, etc.) based on your choice of query or topic.

Google alerts

beta

Type: Everything v Monitor the Web for interest
Google Alerts are email updatt
How often: Once a day - choice of query or topic.

Enter the topic you wish to mc
Volume: Only the best results v handy uses of Google Alerts ir

monitoring a developing
keeping current on a co
getting the latest on a ¢
keeping tabs on your fa

Your email:

*® o o o

S wenhackingtutorialnet

http://www.google.com/alerts

Copyright www.hackingtutorial.net



http://www.gigaalert.com/
http://www.google.com/alerts

Footprinting - RAJ CHANDEL

People Search on JOB Search Sites

Naukri

Login toview recommended jobs for you Recruiters from USA, call Toll Free # 866-557-3340

. - ®
naukricom IS Hiring in . [ System
( India’s No.1 Job Site Hyderabad LEN! |walkin @ Bangalon SW Jobs

I | Search Jobs ~ Jobseeker Login | fastrorward I0¥ More v Employer's Zone | Buy Online =

Search AllJobs ~ Rs.15Lakhs+Jobs  psyiGovernment Jobs NeW Fraud Alert! New to Naukri?
Keywords Location @ Reach outto more than 35000 recruiters
| Type your Skills, Designation etc ‘ W‘“"E City name where you want to work | @ Getrelevantjobs in your inbox

@ Privacy features ensure confidential job search

Jopcaegos_ . __ s xpeciaer
e -] [ [+] ‘I.-lm T“—‘I.Iax v

Search

In Lakhs per Annum

Login with mailID © Usemname
g 3 : 3 Email Id: [ | Forgot Login Details?
Government Jobs | IT Jobs | BPO Jobs | Sales Jobs | Finance Jobs | Marketing Jobs | Engineering Jobs | More... — :
Jobs in Delhi | Jobs in Mumbai | Jobs in Bangalore | Jobs in Hyderabad | Jobs in Pune | Jobs in Chennai | More... Password:[ || Login|
ike | H 26497 likes. Sign Up to see
Top Employers Best Places to Work ke what your friends like.
ERICSSON IS HIRING All Sectors | Information Technology | Manufacturing | Semvices
LTE / 3G RESOURCES o 4 - Naukri FastForward

Hiring Information Tech. ProKarma New Cipla »
.NET 3.5 /4.0 Champs Pyxis Systems Claris Lifesciences Limited <« Resume Writing
ChipDsg/Semicond Q3 Technologies Hilleman Laboratories Get a professional resume written
Apply Now ! bt Quickstart Global INTAS Pharma by experts
o Jubilant Life Sciences Ltd.

Rawabit Technology Limited ~ Resume Spotlight

m Maxim Robert Bosch Lupin Limited = Increase your resume views by 2-3
nh anent: anamaa

www.nhaukri.com

Monster

m 0 n S t e r- PostJobs | Search Resumes | Buy Online

Right Jobs. Right Candidates. Contact Us =

Home Search Jobs - | Submit Resume | My Monster - : Career Center - Job Se rs Login here

Double your chances

Job Search search’ Sl S
Tips | Advanced Search Submit Resume

New User? Register here

Powered by MagicSearch

Browse Jobs

mERICSSON IS
HIRINGEEEE / 56
RNCOOUREES

Companies
Placement Consultants
International Jobs

Get Smart. Get Ahead.
Monster now on Mobile

More »

monster Monster
cnvPLoven T Employment Index

Exhibits Marginal
Emgl;‘)giires 5 Employer Video Profiles INDEX Growth, moves up 1

point betn June &

— July
conilfiney | PR | priups ) 18T infotech @ [ | av s TR w

www.monster.com

Copyright www.
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2011

JobsDB

' obSD Bocom Lﬁ'w”‘igﬁfter

Home Find Jobs Post Resumes Job Alerts MyJobsDB

Over146,9OOJoos in JobsDB.com Job Seeker Login

Search Jobs

Position E] — All Job Functions —

» Advanced search | Latest 500 Jobs

Resources Employer

g oo

) Forgot password? REGISTER NOW

Posting Enquiry T (44)42273000 E CS@JobsDB.co.in

Cr JobsBy:  FUNCTION RSS
Job Alert = All Level Toplevel SeniorLevel Middie Level Entry Level WHATS NEW
Accounting Hospitality /F & B Merchandising &
TOD AGENCIES - Accounting Hospitalty / F&B prChann.Q
Tourism/ Travel Agency ~ Merchandising -
GMAC s Banking / Finance Garment
e I BLUE STAR
T icas ) o Banking Information
Oth Technology (L.T.) Sales, CS &
m (hmamhp oS T - Hardware Business Devpt * English Quotes
Building & IT - Network / Admin / Sales - Direct * English dioms
\{l;-ﬂ Construction Support Sales - Sales
i : . Management
Building & Construction IT - Software CAREER MANAGEMENT jp
Design Manufacturing Telecomm ;
Others Manufacturing Telecomm * Be a Competent HR Professional
_ Qualtty Assurance, Others
Education Control & Testing / IS0
Education
Marketing / Public
Fnninparinn Relatinne
www.jobsdb.com
Shine www.shine.com
Freshers World www.fresherworld.com
Times Jobs www.timesjobs.com
Shiksha www.shiksha.com
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Competitive Intelligence

A broad definition of competitive intelligence is the action of defining, gathering, analyzing,
and distributing intelligence about products, customers, competitors and any aspect of the
environment needed to support executives and managers in making strategic decisions for an
organization.
Key points of this definition:
e Competitive intelligence is an ethical and legal business practice, as opposed
to industrial espionage which is illegal.
e The focus is on the external business environment.
e There is a process involved in gathering information, converting it into intelligence and
then utilizing this in business decision making. Cl professionals erroneously emphasize
that if the intelligence gathered is not usable (or actionable) then it is not intelligence.

ABl/Inform "Global

wWwWw.proquest.com

Factiva

www.factiva.com

Business Wire

www.businesswire.com

Market Watch

www.marketwatch.com

Websitez

www.websitez.com

Competitive Intelligence Tools

SEC Info www.secinfo.com
Business Wire www.businesswire.com
C-SPAN WWW.cspan.org

CNN Money Company Research www.mohney.cnn.com

Web Investigator

www.web-investigator.net
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Competitive Intelligence Consulting Companies

Carratu

: . VSN CORPORATE
the only investigations company. : Lo INVESTIGATIONS

with a team dedicated entirely” » % R PHARMACEUTICAL
to the pharmaceutical world® RVETIGAREES

INTELLECTUAL PROPERTY
PROTECTION SERVICES™

IT FORENSICS

& E-CRIME
EVENTS EMPLOYMENT CONTACT SERVICE DIRECTORY CALL 0845 388 5579 EMAIL BN
Welcome to Carratu News Carratu News
Current News International Criminal Court seminar - July
Established in 1963, Carratu is one of the premier speaker? ) )
providers of risk mitigation and corporate L Rich examines high-end audio and Carratu held a digital evidence handling and
4 - i discovers whether it is possible to recreate § . B
investigation services. the sound of an orchestra in your living recovery seminar at the International criminal court
3 ) X ; room. in the Hague in July....
Our highly professional investigators are Publ.Date : Mon, 15 Aug 2011 14:24:35 GMT e S e B
experienced in the latest investigational practice, d
S i i ; ; S Forgotten tren
coven_ng law, intelligence gathering, interviewing, Who still listens to podcasts?
security, and finance. Publ.Date : Sat, 23 Jul 2011 07:59:09 GMT
Client Race day - July
We have established, over many years, a Internet ready
reputation for delivering high quality results in a Coull(d the intefmet help developing world Carratu hosted a client karting event ...
: " : " : workers out of poverty? ick h £ -
dISCljeet al.']d tfmely fashion. Wlt.hou_t exceptlo_n, all Publ.Date : Thu, 18 Aug 2011 23:03:45 GMT Click here to see pictures of the event...
our investigations are dealt with in the strictest
confidence and we are proud of our heritage and Let's get digital
Mixed feelings as Ghana races towards
www.carratu.com

Data Monitor

DATAMO N ITO R the home of Business Information

Search for (LRI Research Store = >

UTILITIES
Supporting the development of your marketing and retail strategy

Read our free new magazine featuring the latest studies in the

increasingly competitive utilities sector
Read INSIGHT now >>

Browse and purchase our research Access our premium subscription services Bespoke insight and ct nized solutions
Search and purchase individual reports, company The most cost effective way to access research Our consulting, research and analysis teams
and country profiles and data models from our and analysis on your industry is with a Knowledge provide custom solutions that are based on robust
Research Store. Center subscription. methodologies and thought leadership.
» Browse and search the Research Store » Existing user? Log in now » How can our consulting team help you?
» Sign-up for product and news updates > i on your c v's a » Contact us today to discuss your project

» Find out more about the Knowledge Center

www.datamonitor.com
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Fuld

Selectyour prefefreg ianguage v

" FULD&COMPANY

" The Global Leader in Competitive Intelligence

[ Company | Services | Industry Practices Cl Resource Center [News [ Contact |

Research & Analysis.

Information is everywhere. Intelligence is unique, harder to find. Intelligence earns more its name only when it
serves a purpose, when it informs a decision. Fuld's Primary Research & Analysis enables informed
judgements and a variety of other critical business decisions. Learn more

Research & Analy‘é?s War Games & Scenario Analysis Cl Process E:onsmting Intelligence Training
"Fuld is in fact known in the Cl world to be highly ethical — as well as — effective firm."
— Christian Science Monitor

www.fuld.com

Global Intelligence Organization

@ Global Intelligence Alliance

Services Industries Geographies Functions Insights & Analysis Conferences About Us Career

Strategic Market Intelligence & Advisory
GIA is the proven one-stop strategic market
intelligence and advisory partner for numerous

Access indUStry eXPertise 3 growth oriented international organizations

and local knowledge in over 100 countries :
| Case Studies Client References
,1
‘k Locations Partnership Concept

Monitoring Services  Strategic Analysis Rapid Research Intelligence Software Best Practices Contact Us

Request Proposal

Thought Leadership White Papers Conferences

Medis . i Global Survey - June 2011 Why should you attend GIA conferences?
Market Intelligence in Global
Organizations: Survey Findings in

N 2 7 Q Market Intelligence for Asia Pacific
- GIA Presents The Handbook of 2011

‘ - e l? Africa - April 201 : Ausvvoa‘x_:g,‘m.
Emerglng Market chc Players will =" Market Intelligence for Southern -y

Africa

www.globalintelligence.com
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WHOis

Whois: Whois is a protocol used to find information about networks, domains and hosts.

WHOIS databases for domain registration information. By performing a simple WHOIS search
you can discover when and by whom a domain was registered, contact information, and more.

Whois Lookup Tools

You Get Signal www.yougetsignal.com
MY IP Suite www.sabsoft.com

Lan Whois www.lantricks.com
DNSDataView WWW.hirsoft.net
Lapshins Whois www.lapshins.com
Domain Hosting View WWwWw.hirsoft.net

Web Ferret www.webferret.com

Whois Lookup Online Tools

Whois www.whois.net

Better Whois www.betterwhois.com
Domain Tools www.domaintools.com
IP Tools www.iptools.com
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Find Website Details using Command Prompt

nslookup is a network administration command-line tool available for many computer
operating systems for querying the Domain Name System (DNS) to obtain domain name or IP
address mapping or for any other specific DNS record.

Find MX Record
nslookup -type=mx www.example.com

cv Select C:\WINDOWS\system32\cmd.exe

icrosoft Windows XP [Uersion 5.1.26001]
(C> Copyright 1985-208081 Microsoft Corp.

AN LT IO T R T B A A L AN VN s lookup —type=mx hackingarticles.in
Can’t find server name for address 192.168.1.1: Non—existent _domain
Default servers are not available

Server: UnKnown
Address: 1922.168.1.1

on—authoritative answer:
lhackingarticles.in MX preference 28, mail exchanger altl.aspmx.l.google

MX preference 38, mail exchanger aspmx2 .googlemail.c

lhackingarticles.in MX preference 18. mail exchanger aspmx.l.google.com

:\Documents and SettingsNRAAZ>

Find NS Record
nslookup -type=ns www.example.com

~ Select C:\WINDOWS\system32\cmd.exe =]

icrosoft Windows XP [Uersion 5.1.2660]
<G> Copyright 19285-28081 Microsoft Corp.

RN LTI T R A T B A R G T AN VN s lookup —type=ns hackingarticles.in
%3 Can’t find server name for address 192.168.1.1: Non—existent domain
e Default servers are not available

Server: UnKnown

Address: 192°-168:31.1

Non—authoritative answer:

hackingarticles.in nameserver
hackingarticles.in nameserver
hackingarticles.in nameserver
hackingarticles.in nameserver

dns2.rightdns.com
dnsl.rightdns.com
dns11l.»ightdns.com
dnsl12.rightdns.com

i

IC:\Documents and Settings\RAAZ>__
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Find SOA Record
nslookup -type=soa www.example.com

cv Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26001]
(GC> Copyright 1985-208081 Microsoft Corp.

RN LT TG A1 T R A O L AN VN s lookup —type=soa hackingtutorial.net
ey Can’t find server name for address 192.168.1.1: Non—existent_ demain
by Default servers are not available

Server: UnKnown

Address: 192.168.1.1

Non—authoritative answer:
hackingtutorial.net
primary name server = rajchandel.maps.orderhox—dns.com
responsible mail addr = raj.hackingarticles.in
serial 2011041782
refresh 72288 (2 hours?
retry 7208 (2 hours>
expire 172806 (2 days>
default TTL = 2288 (2 hours)>

nwuwn

C:\Documents _and Settings\RAAZ>

Find A Record

nslookup -type=a www.example.com

cv Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows XKP [Uersion 5.1.26001]
(GC> Copyright 1985-2001 Microsoft Corp.

AN LT T G A L S A A 1 L AN VN s lookup —type=a hackingarticles.in

¥ Can’t find server name for address 192.168.1.1: Non—existent domain
b Default servers are not available

Server: UnKnouwn

Address: 192.168.1.1

Non—authoritative answer:

hackingarticles .3
72.52.186.88 BCOId

C:\Documents and Settings\RAAZ>
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Extracting DNS Information

Defini
Code Number R: cmmg Description Function
Returns a 32-bit IPv4 address, most
commonly used to map hostnames to an
A 1 Eggs ?:f;rejs IP address of the host, but also used
forDNSBLs, storing subnet masks in RFC
1101, etc.
REC IPv6 address Returns a 128-bit IPv6 address, most
AAAA 28 commonly used to map hostnames to an
3596 record
IP address of the host.
Specify lists of address ranges, e.g. in
APL 42 RFC Addres% CIDR format, for various address
3123 Prefix List s .
families. Experimental.
. Alias of one name to another: the DNS
RFC Canonical . . .
CNAME 5 lookup will continue by retrying the
1035 name record .
lookup with the new name.
mail Maps a domain name to a list
RFC
MX 15 exchange of message transfer agents for that
1035 .
record domain
NS ) RFC name server Delegates a DNS zone to use the
1035 record given authoritative name servers
Specifies authoritative information about
start of a DNS zone, |ncI.ud|ng the prlmary name
SOA 6 RFC I server, the email of the domain
1035 y administrator, the domain serial
record . .
number, and several timers relating to
refreshing the zone.
Originally for arbitrary human-
RFC . .
TXT 16 1035 Text record readable text in a DNS record. Since the
early 1990s, however, this record
. Generalized service location record, used
RFC Service . .
SRV 33 for newer protocols instead of creating
2782 locator o
protocol-specific records such as MX.
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DNS Stuff

.1 D N Sst u ff Home Toolbox Buy Now

MANAGE | MONITOR | ANALYZE

Home
WHOIS Lookup ‘ :J Traceroute ( :/ IP Information Q)
Get contact info for a domain/ip Shows network route to host Shows info about an IP
|enter domain/IP O, |enter hestname/IP W, lenter P O,
www.dnsstuff.com
Network Tools

GFI WebMonitor” What ar

II
] Web S ity, Web Monitori
il Network -lools.com B ey

To save typing this site is availasble at NWTools.com

GFI LANguard - the only solution in the market to patch the 5 main web browsers automatically. Download your 30-day free trial
now!
© Ping © Express ©) URL Decode
©) Lookup ) DNS Records (Advanced Tool) ) URL Encode
© Trace ©) Network Lookup ) HTTP Headers [sst
) Whois (1D Conversion Tool) () Spam Blacklist Check () Email Verification
("] convert Base-10 to 1P

www.network-tools.com
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IP Tools

> Ping 2> Domain Info
Enter an IP or host address Shows Information about a domain

>IP to Country >CIDR

~m

Shows country of origin Calculate CIDR ranges

2 Traceroute ... 2DNSlookup

Traces route packets to this host Look up DNS record(s) (ex. A, MX, NS)

>SpamDBlookup  >Whois Lookup(Domain)
Check against spammer databases. Contact info for a domain

www.hackingtutorial.net

www.iptools.com
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Trace Route

Traceroute: Traceroute is the program that shows you the route over the network between

two systems, listing all the intermediate routers a connection must pass through to get to its
destination. It can help you determine why your connections to a given server might be poor,
and can often help you figure out where exactly the problem is. It also shows you how systems
are connected to each other, letting you see how your ISP connects to the Internet as well as
how the target system is connected.

3D Traceroute

SRRt Fa-aets LR e  EEETEEE ST B
7’ 1 ' 1 ’ |
. A i N S e I . i 1
D Statistics A A B e b s Aol et el el s SCII SO0 gt PR RS b O e Y B
7 | 1) 1 ' » ‘ 1 1 |
. / ) 1 1 ' 1\ ') 1 ' '
[} History y ; Wl : ;
’ AT A L e AN = - - - re=qe==- LSRR S L PR SRR LR Aemmy—-
2 X N ' ] | ' ) 1 \ ]
[ Diagram Control 10004 1" v S : . '
¢ s = - "

[7] inOpenGL-Mode
Edit OpenGL Settings

Diagram Tools

(¢ Zoombox
" Rotate

" Move

" Zoom

" Depth
D

Print Preview
Copy to Clipboard

Time [ms]

www.d3tr.de
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Loriot Pro

LoriotPro ¥5.00 , (—ck) — Standard Edition - B

File View Directory Routers MIB Services Monitor Tools Configure Window Help

2| @ & B [@ | E A

Text Map Bar Search Bar Host Bar  Directory Bar Health Bar | MIB Bar Directory | MIB Output  Events

]
x

Directory oS [Traps eiens |
,ﬁ ED - - @ TimeStamp l IPSourcengent I Object Tde:x

= 0 World

-"!A LoriotPro

RA| |
tepire...[@Rrou...| EME... | BRep.. . |$8 Ser... | WMIB...[$BTasks| P Traps | 7 Filters |

Syslogs a x
TimeStamp | Azent | Facility | Lewel | Alert

5

< | o

7/ Syslogs(Global) | FBoyslogs(1) | @syslogsi2) | FSyslogs(3) | —

W Events 7 Syslogs I Efeiir "I",;”" —
) ¢ s 4
Redy A T ) bt

N

N

www.loriotpro.com

Path Analyzer Tool

File View Help

Qe =% & o= B D e @

New Close Preferences Paqe Setup Print  Export ExportKML  Check for Updates Help
= Suanuaru wpuons j = — N ——
Protocol = Target: w.hackingartides.in ~ Port: Smart |50 | [ Trace | [Timedirace- ~
@ 1cMP
TcP NAT-friendly <> Report [@ Synopsis I@ Charts [ @ Geo [Ii] Log IE Stats |
uDP

Source Port

= Cities: |Only Capitals ~ Country = fProvince Roads

] Random |65535
Tracing Mode
@) Defauit
Adaptive
FIN Packets Only

| = Advanced Probe Details
Length of packet

[Z] Smart |54

n

Lifetime
s00 =] miliseconds
D
Type-of-Service > >
-aNJE=

© Unspecified

=) Minimize-Delay

Maximum TTL

30 =

Initial Sequence Number

Random. |1 -

'PMMT@M@Q =
[ Target Port: ® Unknown ICMP code -10

State: Ready

www.pathanalyzer.com
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Visual Route Trace

File Edit Options View Maps Tools Help

Test from }'My Computer

=] \rhttp:II v\ ww.hadungarbdes.in

vl

- =P Trace Plot ¥% Analysis More Tools... .

|80

[@ www.hackingarticles.in (72.52.186.... )

89% | ©)Stop @ Tools , ||Runonce

v lviews: [B[@I RS BB ~ ® ¢ More

|

Network Looking for network. .
RTT 38.0ms / 6ms / 59ms
svg.min,max

Firewall None for pings

Open to http requests on port 80

Piinninna canar Anacha

1

DPart Draha

i

‘@Traceroute to www.hackingarticles.in L]
Target Information Route Information

To . wwwjhackingani(-:les.in (72.52.186.88) ~ Analysis In general this route is reasonably quick, with hops responding ~ *
Location Looking for location.... on average within 139ms. However, hop 13 in network "Level 3

Communications. Inc.’ is noticeably slower than others._
406.3ms / 6970ms

svg,max

Packet Loss 3.0% / 20%
avg.max
o A0 hann et

€ Traceroute to www. maﬂngarﬂue- in

= r

www.visualroute.com

Traceroute Tools

GEO Spider WwWWw.oreware.com
V Trace www.vtrace.pl
Magic Net Trace www.tialsoft.com

Visual IP Trace

www.Vvisualiptrace.com

Trout www.foundstone.com
Ping Plotter www.pingplotter.com
Ping-Probe www.ping-probe.com
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Website Mirroring Tools

HTTRack: HTTRack is a free (GPL, libre/free software) and easy-to-use offline browser utility. It
allows you to download a World Wide Web site from the Internet to a local directory, building
recursively all directories, getting HTML, images, and other files from the server to your computer.

File Preferences Mirror Log Window Help
&L, Local Disk <C:>

- dell New project name: IWebsite Copied L_'

extensions
framework Proiect category:

¢ Intel - s I —v“'
- PerfLogs B2
Program Files New project
Users

© Windows

* Windows.cld
xampp

.rnd

autoexec.bat
config.sys B asepath: [CMy Web Sites __I
mini-agent.log
mini-agent.bct
ocal Disk <D:>
ongs <E:>

VD RW Drive <F:>
ftware <K:>

BBEMAL NN NNN D

Il
=
-

v

b d
o

BE-E
-

< Back Next > Cancel | Help [

www.httrack.com

Web Snake: websSnake is the world's most powerful off-line browser designed exclusively
for Windows Platform. In addition to off-line browsing, WebSnake is unique in that it uses our
proprietary "intelligent pull" technology to search and retrieve files from the World Wide Web

A

ANAWAVE

WwebSnake 1.2
b Your software is registered. Thank you.

jnﬂke/

www.websnake.com
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Surfonline: surf Offline is fast and convenient website download software. The software allows
you to download entire websites and download web pages to your local hard drive.

- File View Projects Browser Help

LEBI OO0 COREowwm -8

| un Progress Size Loaded bytes Status £l

‘| 1: http://hackingarticl... 0 0 Connecting (4

‘| 2: http://4.bp.blogspot... 0 0 Connecting

| 3t http//hackingarticl... | 46197 30076 Loading -
h | Parsing: 0 Loaded: 10 Queued: 132 Done 1

www.surfonline.com
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PageNest: Copy your favorite WebPages to hard disk with PageNest. Give PageNest the
address of a website and it will copy either the page or the entire site (whichever you prefer) to
your hard disk. It will create an exact copy of what you see in your browser including the text,
html, images and css.

Site New Download Utilities Options Help

Sites
B Sites
; Business
Computers
Finance — Free Edition - for home users, not for profit organisations and recognised education
1 Humour establishments only. All other uses require a commercial license.
€1 Kids Click the 'help' button or press 5,
€] Software F1 to read the online help. PageNest Pro Edition extra features:

{wielcome |

¢ : e Authentication: Automated logging in to both HTML and HTTP based websites.
Hackingarticles e Filters: Filter files to include or exclude by path, filename, extension, query string
“.[E Hackingkingarticles|| || You can also find many help etc.
resources at our website (the e Timed downloading: Schedule regular downloads by day, date and time. Sites can

links below require an internet be added to groups which download at the same time.
connection) * Download a list of URLs.
Main website

Support pages - including links
to contact us.

Instruction manual - the full
nstruction manual onive. [
Enter a web address:
Download I

Read more.

www.pagenest.com

Mirroring Entire Website Tools

Black Window www.softbytelabs.com
Wget WWW.ENU.org
Reamweaver www.reamweaver.com
Website Riper Copier www.tensons.com
WinWsd www.winwsd.uw.hu
Teleport Pro www.tenmax.com
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Extract Website Information

INTERNET ARCHIVE

I http:/imicrosoft.com
(agBackmachine

http://microsoft.com has been crawled 2,179 times going all the way back to October 20, 1996.
A crawl can be a duplicate of the last one. It happens about 25% of the time across 420,000,000 websites. FAQ

ek Loubibiingiuing)

2000 2002 6 2007 2008 2009 2010 2011

1596 1997

JAN FEB MAR APR

1 2 1 2 3 4 5 6 1 2 3 4 5 6 1 2 3
3 4 5 EGwEN 2 9 v 8 g $100811 123 13 v 3 g 108 11 §12° 13 4 5 6 07§ 8 9 10
10 11 12 13 14 15 16 14 15 16 17 18 19 20 14 15 16 17 18 13 20 11 12 13 14 15 16 17
177 18 19 20 29 22 23 21 22 @233 24 @526 27 21 22 E2300249825) 26 V2L 18 19 120 21 ‘22 23 24
24 25 26 27 28 29 30 28 28 29 30 31 25 26 27 28 29 30
31

www.archive.org
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Email-Tracking Tool

Online Email Tracer: Email Tracer is a tool to track email sender’s identity. It analyzes
the email header and gives the complete details of the sender like IP address, which is key point
to find the culprit and the route followed by the mail, the Mail Server, details of Service
Provider etc. Email Tracer traces up to Internet Service Provider level only. Further tracing can
be done with the help of ISP and law enforcement agencies. The message-id will be useful for
analyzing the mail logs at ISP.

Online EMailTracer

EmailTracer is a tool to track email sender’s identity. It analyzes the email header and gives the complete details of the sender like IP address, which is key point to
find the culprit and the route followed by the mail, the Mail Server, details of Service Provider etc. EmailTracer traces up to Internet Service Provider level only. Further
tracing can be done with the help of ISP and law enforcement agencies. The message-id will be useful for analyzing the mail logs at ISP.

Paste EMail Header here

EMail Crimes How to extract EMail Header?

http://www.cyberforensics.in/OnlineEmailTracer/index.aspx
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Read Notify: ReadNotify is the original tracking service of its kind, and remains the most

powerful and reliable email and document tracking service in the world today. In short -
ReadNotify tells you when your tracked emails and documents are opened / re-opened /
forwarded and so much more.

R@ Notify_

Member Sign-in

Welcome to ReadNotify.com ! email:

ReadNotify lets you know when email
k you've sent gets read password:

Sign up now - Free!

our -
email

trac

Start @Ogtional ’: PDF

Plugin Tracking

_‘ about Re@dNotify ‘ business solutions ‘ member utilities

www.readnotify.com

Didtheyreadit: DidTheyReadlt is a leader in providing a low cost, easy to use email tracking

service. In the last few years we have been featured internationally in newspapers, magazines, and
television and our services are used by some of the largest corporations in the world. We are based in
Houston, Texas and have branch offices throughout the world.

DidTheyReadI? " vome | Howiworks | Press

You wrote it, but did they read it? i

Password:

e = El Remember me

You sent it, but did they read it? Login

- - . < 5 - - o - Forgot Your
Using DidTheyReadIt is remarkably easy. All it takes is 2 simple steps. DidTheyReadIt is 100% Register Password?
compatible with Windows and Mac, and all different e-mail clients. Read below for setup

instructions, or click here for frequently asked questions. _

NEW PLUGINS ARE COMING SOON!!
When you use didtheyreadit,
1. Sign up for an account which you can do by clicking here. every e-mail that you send is

2. Start sending tracked messages. Please click one of the following that best describes your e- invisibly tracked vithout slerting
mail program and how you send e-mails: the recipient.
o Webmail, Yahoo, Hotmail, AOL, or Macintosh But when they read your
o New! - Yahoo/Hotmail Internet-Explorer plug-in message, you vill immediately
o Microsoft Outlook ['EfCEWE the folloving
© Eudora, Outlook Express, or another e-mail program on Windows 2000 and XP e

Only
All Others (click here if you don't know)

o

1 When, exactly, your email
vas opened.

www.didtheyreadit.com

Copyright www.hackingtutorial.net



http://www.readnotify.com/
http://www.didtheyreadit.com/

Footprinting - RAJ CHANDEL

PoltiteMail: politeMmail is software tools for Microsoft Outlook and Exchange. Our PoliteMail for
Outlook client software adds the tracking tools and marketing features you want in Outlook and
connects to the PoliteMail Server, which collects the tracking data 24/7.

- < Questions? ’ Sales: 866 488 9768 'T
Po"teMalF Ask Now... Intl: (1) 603 610-6111 =
®
Outlook Email Monitor B
Marketing & Metrics ‘ (% =) Bl | Share
Products | Features | Pricing Why PoliteMail? Questions? Customers | Support

Turn Outlook into a marketing communications machine!

For Email Marketing, Sales, Service & Corporate Communications Politebdail Softmeare
PoliteMail Professional

Solutions for your Outlook & Exchange Platform:

. 8 ) PoliteMail Work Group Server
Email Open & Click Tracking

Email Marketing & Demand Generation
Marketing Automation & Lead Nuturing
Opt-in & Subscription Management

Opt-out Compliance & Undeliverable handling
Marketing & Sales Content Alignment
Professional HTML Newsletters & Campaigns
Corporate Communications Monitoring & Measurement

PoliteMail Cloud Server

PoliteMail Enterprise Server

Try it now »

_BIE T S s

www.politemail.com

Email Tracker ProO:_EmailTrackerPro can trace any email back to its true geographical locaction*
by using the email header. The header of an email provides the key details about where an email came

from and if it is likely to be spam.

== cMaillTrackerPro - support@visuvalware.com

File Options Help

Report created, click here 1o view = [ Anabysis: ‘x'
i~ Y | e

‘ support@visuatware.com

P e SN
al 2R S aﬂ{? Locationc Ashbum, VA USA
— - e L e e |
T NN Asnbum, va.usA_} > et Couaet e T
. g o Ty following detalls refer 1o the network

originated the amsi

N :E’Ee\: 2 rasponsible for the computer that

&  Defender Technologies Group,

I | LLc
1= _som

I 192168.01 Unknown | @ +1-703-621-3565

12 195112529 Longon, UK o

1E 84.12224 29 London, UK { [=°]

s 541222414 London, UK

HE 195656.224 167 London, UK

|5 53218948 Ashburn, VA, USA

Iz 205234.111.18 ¥Washington, DC, USA

|8 205234111141 Ashburn, Vi A |

I R | Domain Contact information: The ~!
www.visualware.com
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Availability of your name in the Most popular SocialSites

Name Check: Namecheck provides you with a free search report to reveal if your brand has been

taken as a domain name, social media username or trademark.

namecheck.com

Social Media Usernames Domain Names Trademarks

Your search report for "raj chandel"

August 19th, 2011 - 4.54 am

Social Media Usernames (e.g. www.twitter.com/raj chandel)

Read more about Social User Names

facebook twitter myspace: Linked [[}).

Name is TAKEN Name is TAKEN Name is TAKEN Name is AVAILABLE

Preview Preview Preview Register now with KnowEm

= -
@A‘EQRD‘PBEﬁ del.icio.us

Name is TAKEN Name is TAKEN Name is TAKEN Name is AVAILABLE

Preview Preview Preview Register now with KnowEm

www.namecheck.com

Directory of Search Engines

INTERNATIONAL DIRECTORY OF SEARCH ENGINES
SEARCH ENGINE| St
COLOSSUS =

"A WHOLE WORLD OF SEARCH ENGINES"

Search Engines Buscadores Moteurs de Recherche Zoekmachines Suchmaschinen
A A
CLUSH.COM Eiii1sOurYear = ~
D D I
Search Engine and Comprehensive, quality GZI 0n.|:om
Directory! S website directory! s
Over 15,000 sites listed. = =
Click Here to Add URL e e Regional Web Directory
Aaland Dagestan Nagorno Karabakh Global
Abkhazia Denmark Nakhichevan
Aceh Dijibouti Namibia ADS
Adjara Dominica Nauru INFOLISTINGS
Adygea Dominican Republic Nepal DIRECTORY
Afrhanictan Nuiteh Carihhaan Natharlande

www.searchenginecolossus.com
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For More Hacking Articles Visit:

www.hackingarticles.in

www.hackingtutorial.net

www.rajhackingarticles.blogspot.com

Contact me: raj@hackingarticles.in
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