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Legal Disclaimer 
 
The information provided in this eBook is to be used for educational purposes only. The author 
holds no responsibility for any misuse of the information provided. This book is totally meant 
for providing information on "Footprinting”, 
 

About the Author  

Raj Chandel started his career at a very young age of 18 since then he has performed the roles of 

experienced Ethical Hacker, Cyber Security Expert, and Penetration Tester. He has also served IT 

industry by taking care of Network Security, System Security, and SEM with a firsthand experience of 

3 years in Web Development, Ethical Hacking and Internet marketing. 
 

Contact me:   raj@hackingarticles.in  

 

                              www.hackingarticles.in 

                  www.hackingtutorial.net 
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                                   Footprinting 
Footprinting is the technique of gathering information about computer systems and the 
entities they belong to. This is done by employing various computer security techniques, as: 

 DNS queries 

 Network enumeration 

 Network queries 

 Operating system identification 

 Organizational queries 

 Ping sweeps 

 Point of contact queries 

 Port Scanning 

 Registrar queries (WHOIS queries) 

 SNMP queries 

 World Wide Web spidering 
 
 

Footprinting Methodology 

 
 

Collect Network Information Domain Name 
Internal Domain Name 
Network Blocks 
IP Address of the reachable system 
Rogue Website/Private Website 
TCP and UDP Services Running 

Networking Protocol 
VPN Points 
ACLs 
IDSes Running 
Analog/Digital Tel. Numbers 
Authentication mechanisms 

Collect System Information Users and Groups names 
System Banners 
Routing Banners 
SNMP Information 
 

System architecture 
Remote System Type 
System Names 
Passwords 

Collect Organization’s 
Information 

Employee Details 
Organization’s Website 
Company Directory 

Addresses and Phone 
Numbers 
Background on the 
organization 
News articles/Press releases 
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Tools of Extract Data (Extract Information from Web Page) 

 
Web Data Extractor: Web Data Extractor, a powerful and easy-to-use application which 

helps you automatically extract specific information from web pages.  
 

 
 

www.webextractor.com 

 

 
 
 
 
 
 
 
 
 

http://www.webextractor.com/download.htm
www.webextractor.com
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Spider Foot: Spider Foot is a free, open-source, domain footprinting tool. Given one or 

multiple domain names (and when I say domains, I'm referring to the DNS kind, not Windows 
domains), it will scrape the websites on that domain, as well as search Google, Netcraft, Whois 
and DNS to build up information like: 

 Sub domains 

 Affiliates 

 Web server versions 

 Users  

 Similar domains 

 Email addresses 

 Net blocks  
 
 

 

 

www.binarypool.com 

 

 
 

http://sourceforge.net/projects/spiderfoot/files/SpiderFoot/SpiderFoot%200.01b/SpiderFoot-0.01b.zip/download
http://www.binarypool.com/
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Robtex: RobTex is a software developer which was founded in 1989 developing all kinds of 

software. In recent years main focus has been on Internet related software. Currently the most 
popular has been free tools like rbls.org and network explorer. 
 

 
 

www.robtex.com 

 

 

 

 

http://www.robtex.com/
www.robtex.com
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People Search Online Services  

Pipl People Find 

 

www.pipl.com  

Yahoo People Search 

 

People.yahoo.com 

http://www.pipl.com/
http://people.yahoo.com/
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Profile Search by Email 
 

 

www.lullar.com 

 

 

 

People Lookup 

 

www.peoplelookup.com 

 

www.lullar.com
http://www.peoplelookup.com/
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123 People Search 

 

www.123peoplesearch.com 

 

 

 

 

 

Public People Finder 

 

www.publicpeoplefinder.com 

http://www.123peoplesearch.com/
http://www.publicpeoplefinder.com/
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Footprinting through Search Engine 

 

Google 

 

www.google.com 

 

 

Yahoo 

 

www.yahoo.com 

www.google.com
www.yahoo.com
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Bing 

 

www.bing.com 

 

ASK 

 

www.ask.com 

www.bing.com
www.ask.com
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People Search on Social Networking Sites 

Orkut 

 

www.orkut.com 

 

Facebook 

 

www.facebook.com 

http://www.orkut.com/
http://www.facebook.com/
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Twitter 

 

www.twitter.com 

 

 

LinkedIn 

 

www.linkedin.com 

 

http://www.twitter.com/
http://www.linkedin.com/


 

 

Footprinting - RAJ CHANDEL 2011 

  C o p y r i g h t  w w w . h a c k i n g t u t o r i a l . n e t  

 

Page 16 

 

MySpace 

 

www.myspace.com 

 

 

 

 

 

 

 

 

 

http://www.myspace.com/
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Gather Information from Financial Services 

Google Finance 

 

http://www.google.com/finance  

 

Yahoo Finance 

 

http://in.finance.yahoo.com 

http://www.google.com/finance
http://in.finance.yahoo.com/


 

 

Footprinting - RAJ CHANDEL 2011 

  C o p y r i g h t  w w w . h a c k i n g t u t o r i a l . n e t  

 

Page 18 

Monitoring Target using Alert 

Giga Alert: The web's leading solution for monitoring your professional interests online. 

Track the entire web for your topics and receive new results by daily email. 
 

 
www.gigaalert.com 

 
 
Google Alert: Google Alerts are email updates of the latest relevant Google results (web, 

news, etc.) based on your choice of query or topic.  

 
 

 
 

http://www.google.com/alerts  

http://www.gigaalert.com/
http://www.google.com/alerts
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People Search on JOB Search Sites 

Naukri 

 

www.naukri.com 

Monster 

 

www.monster.com 

www.naukri.com
www.monster.com
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JobsDB 

 

www.jobsdb.com 

 

Shine www.shine.com 

Freshers World www.fresherworld.com 

Times Jobs www.timesjobs.com 

Shiksha www.shiksha.com 

 

 

 

www.jobsdb.com
www.shine.com
www.fresherworld.com
www.timesjobs.com
www.shiksha.com
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Competitive Intelligence  

A broad definition of competitive intelligence is the action of defining, gathering, analyzing, 
and distributing intelligence about products, customers, competitors and any aspect of the 
environment needed to support executives and managers in making strategic decisions for an 
organization. 
Key points of this definition: 

 Competitive intelligence is an ethical and legal business practice, as opposed 
to industrial espionage which is illegal. 

 The focus is on the external business environment. 

 There is a process involved in gathering information, converting it into intelligence and 
then utilizing this in business decision making. CI professionals erroneously emphasize 
that if the intelligence gathered is not usable (or actionable) then it is not intelligence. 

 

ABI/Inform `Global www.proquest.com 

Factiva www.factiva.com 

Business Wire www.businesswire.com 

Market Watch www.marketwatch.com 

Websitez www.websitez.com  

 

Competitive Intelligence Tools 

SEC Info www.secinfo.com 

Business Wire  www.businesswire.com 

C-SPAN www.cspan.org 

CNN Money Company Research www.money.cnn.com 

Web Investigator www.web-investigator.net 

http://www.proquest.com/
http://www.factiva.com/
http://www.businesswire.com/
http://www.marketwatch.com/
http://www.websitez.com/
http://www.secinfo.com/
http://www.businesswire.com/
http://www.cspan.org/
http://www.money.cnn.com/
http://www.web-investigator.net/
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Competitive Intelligence Consulting Companies 

Carratu 

 

www.carratu.com 

 Data Monitor 

 

www.datamonitor.com  

http://www.carratu.com/
http://www.datamonitor.com/
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Fuld 

 

www.fuld.com 

Global Intelligence Organization 

 

www.globalintelligence.com 

http://www.fuld.com/
www.globalintelligence.com
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WHOis 

Whois: Whois is a protocol used to find information about networks, domains and hosts. 

WHOIS databases for domain registration information. By performing a simple WHOIS search 

you can discover when and by whom a domain was registered, contact information, and more.  

Whois Lookup Tools 

You Get Signal www.yougetsignal.com 

MY IP Suite www.sabsoft.com 

Lan Whois www.lantricks.com 

DNSDataView www.nirsoft.net 

Lapshins Whois www.lapshins.com 

Domain Hosting View www.nirsoft.net 

Web Ferret www.webferret.com 

 

 

Whois Lookup Online Tools 

Whois www.whois.net 

Better Whois www.betterwhois.com 

Domain Tools www.domaintools.com 

IP Tools www.iptools.com 

 

http://www.yougetsignal.com/
http://www.sabsoft.com/
http://www.lantricks.com/
http://www.nirsoft.net/
http://www.lapshins.com/
http://www.nirsoft.net/
http://www.webferret.com/
http://www.whois.net/
http://www.betterwhois.com/
http://www.domaintools.com/
http://www.iptools.com/


 

 

Footprinting - RAJ CHANDEL 2011 

  C o p y r i g h t  w w w . h a c k i n g t u t o r i a l . n e t  

 

Page 25 

Find Website Details using Command Prompt 

nslookup is a network administration command-line tool available for many computer 
operating systems for querying the Domain Name System (DNS) to obtain domain name or IP 
address mapping or for any other specific DNS record. 

Find MX Record 
nslookup  -type=mx   www.example.com 

 

 

 

Find NS Record 
nslookup  -type=ns   www.example.com 

 

 

http://www.example.com/
http://www.example.com/
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Find SOA Record 
nslookup  -type=soa  www.example.com 

 

 

Find A Record 
nslookup  -type=a  www.example.com 
 

 

 

http://www.example.com/
http://www.example.com/
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Extracting DNS Information 

Code Number 
Defining 
RFC 

Description Function 

A 1 
RFC 
1035 

address 
record 

Returns a 32-bit IPv4 address, most 
commonly used to map hostnames to an 
IP address of the host, but also used 
forDNSBLs, storing subnet masks in RFC 
1101, etc. 

AAAA 28 
RFC 
3596 

IPv6 address 
record 

Returns a 128-bit IPv6 address, most 
commonly used to map hostnames to an 
IP address of the host. 

APL 42 
RFC 
3123 

Address 
Prefix List 

Specify lists of address ranges, e.g. in 
CIDR format, for various address 
families. Experimental. 

CNAME 5 
RFC 
1035 

Canonical 
name record 

Alias of one name to another: the DNS 
lookup will continue by retrying the 
lookup with the new name. 

MX 15 
RFC 
1035 

mail 
exchange 
record 

Maps a domain name to a list 
of message transfer agents for that 
domain 

NS 2 
RFC 
1035 

name server 
record 

Delegates a DNS zone to use the 
given authoritative name servers 

SOA 6 
RFC 
1035 

start of 
authority 
record 

Specifies authoritative information about 
a DNS zone, including the primary name 
server, the email of the domain 
administrator, the domain serial 
number, and several timers relating to 
refreshing the zone. 

TXT 16 
RFC 
1035 

Text record 
Originally for arbitrary human-
readable text in a DNS record. Since the 
early 1990s, however, this record  

SRV 33 
RFC 
2782 

Service 
locator 

Generalized service location record, used 
for newer protocols instead of creating 
protocol-specific records such as MX. 
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DNS Stuff 

 

www.dnsstuff.com 

 

 

Network Tools 

 

www.network-tools.com 

 

http://www.dnsstuff.com/
http://www.network-tools.com/
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IP Tools 

 

www.iptools.com 

 

 

 

 

 

 

 

http://www.iptools.com/
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Trace Route 

Traceroute: Traceroute is the program that shows you the route over the network between 

two systems, listing all the intermediate routers a connection must pass through to get to its 

destination. It can help you determine why your connections to a given server might be poor, 

and can often help you figure out where exactly the problem is. It also shows you how systems 

are connected to each other, letting you see how your ISP connects to the Internet as well as 

how the target system is connected. 

 

3D Traceroute 

 

www.d3tr.de 

 
 

www.d3tr.de
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Loriot Pro  

 

 

 
www.loriotpro.com 

Path Analyzer Tool 

 

www.pathanalyzer.com 

 

http://www.loriotpro.com/
www.pathanalyzer.com
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Visual Route Trace 

 

www.visualroute.com 

 

Traceroute Tools 

GEO Spider www.oreware.com 

V Trace www.vtrace.pl 

Magic Net Trace www.tialsoft.com 

Visual IP Trace www.visualiptrace.com 

Trout www.foundstone.com 

Ping Plotter www.pingplotter.com 

Ping-Probe www.ping-probe.com 

http://www.visualroute.com/
www.oreware.com
www.vtrace.pl
www.tialsoft.com
www.visualiptrace.com
www.foundstone.com
www.pingplotter.com
www.ping-probe.com
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Website Mirroring Tools 

HTTRack: HTTRack is a free (GPL, libre/free software) and easy-to-use offline browser utility. It 

allows you to download a World Wide Web site from the Internet to a local directory, building 
recursively all directories, getting HTML, images, and other files from the server to your computer. 
 

 
 
www.httrack.com 

 
Web Snake: WebSnake is the world's most powerful off-line browser designed exclusively 

for Windows Platform. In addition to off-line browsing, WebSnake is unique in that it uses our 
proprietary "intelligent pull" technology to search and retrieve files from the World Wide Web  
 

 
 
www.websnake.com 

http://www.httrack.com/
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Surfonline: Surf Offline is fast and convenient website download software. The software allows 

you to download entire websites and download web pages to your local hard drive. 
 

 
 
www.surfonline.com 

 
 
 
 
 
 
 
 
 
 
 
 

http://www.surfonline.com/
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PageNest: Copy your favorite WebPages to hard disk with PageNest. Give PageNest the 

address of a website and it will copy either the page or the entire site (whichever you prefer) to 
your hard disk. It will create an exact copy of what you see in your browser including the text, 
html, images and css. 

 

 
 

www.pagenest.com 

 

Mirroring Entire Website Tools 

Black Window www.softbytelabs.com 

Wget www.gnu.org 

Reamweaver www.reamweaver.com 

Website Riper Copier www.tensons.com 

WinWsd www.winwsd.uw.hu 

Teleport Pro www.tenmax.com 

 

http://www.pagenest.com/
www.softbytelabs.com
www.gnu.org
www.reamweaver.com
www.tensons.com
www.winwsd.uw.hu
www.tenmax.com
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Extract Website Information 

 

 

www.archive.org 

 

 

 

 

 

 

 

 

http://www.archive.org/
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Email-Tracking Tool 

Online Email Tracer: Email Tracer is a tool to track email sender’s identity. It analyzes 

the email header and gives the complete details of the sender like IP address, which is key point 

to find the culprit and the route followed by the mail, the Mail Server, details of Service 

Provider etc. Email Tracer traces up to Internet Service Provider level only. Further tracing can 

be done with the help of ISP and law enforcement agencies. The message-id will be useful for 

analyzing the mail logs at ISP. 

  

http://www.cyberforensics.in/OnlineEmailTracer/index.aspx  

 

 

 

 

 

http://www.cyberforensics.in/OnlineEmailTracer/index.aspx
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Read Notify: ReadNotify is the original tracking service of its kind, and remains the most 

powerful and reliable email and document tracking service in the world today. In short - 

ReadNotify tells you when your tracked emails and documents are opened / re-opened / 

forwarded and so much more. 

 

www.readnotify.com 

Didtheyreadit: DidTheyReadIt is a leader in providing a low cost, easy to use email tracking 

service. In the last few years we have been featured internationally in newspapers, magazines, and 

television and our services are used by some of the largest corporations in the world. We are based in 

Houston, Texas and have branch offices throughout the world. 

 

www.didtheyreadit.com 

http://www.readnotify.com/
http://www.didtheyreadit.com/
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PoltiteMail: PoliteMail is software tools for Microsoft Outlook and Exchange. Our PoliteMail for 

Outlook client software adds the tracking tools and marketing features you want in Outlook and 
connects to the PoliteMail Server, which collects the tracking data 24/7. 
 

 
www.politemail.com 

Email Tracker pro: EmailTrackerPro can trace any email back to its true geographical locaction* 

by using the email header. The header of an email provides the key details about where an email came 

from and if it is likely to be spam. 

 

www.visualware.com 

http://www.politemail.com/
www.visualware.com
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Availability of your name in the Most popular SocialSites 

Name Check: Namecheck provides you with a free search report to reveal if your brand has been 

taken as a domain name, social media username or trademark.  

 

www.namecheck.com 

Directory of Search Engines 

 

 

www.searchenginecolossus.com 

www.namecheck.com
www.searchenginecolossus.com
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                     For More Hacking Articles Visit: 

                www.hackingarticles.in 

              www.hackingtutorial.net 

   www.rajhackingarticles.blogspot.com 

 

      Contact me: raj@hackingarticles.in  
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